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1. YBoa u nperJieq OCHOBHUX NMPETNOCTABKH

Ceprudukanmono teno MunucrapcrBa onxdpane u  Bojcke CpbOuje (y JajbeM TEKCTy:
Ceprudukanmono Tteno MO u BC) wusmaje kBanmupukoBaHe €JIEKTPOHCKE CepTH(HKATE.
Ceprudukanuono teno MO u BC naBenenu ceprudukar mornucyje kopucrehn cBOj MpUBaTHU
KJbYY U aCHMETPHYHH KPHUIITOIpa(CKH aJITOPUTAM.

Y Tako dopmupanom ceprudukary, Cepruduramumono teno MO u BC ce maentudukyje kao
U37aBay KBAJM(HUKOBAHOT EJIEKTPOHCKOT cepudukara y CkiIaay ca 3aKOHOM O eJNeKTPOHCKOM
MOTITUCY ¥ OATOBapajyhuM MoJ3aKOHCKUM aKTHMa.

Ceprudukanuono teno MO u BC uznaje kBanudukoBaHe €JIEKTPOHCKE cepTU(HUKATE KOPUCHUKA Y
CKJIaJTy ca TOKyMEHTHUMA!
— ETSIESI TS 101 862 ,,Qualified Certificate Profile”,
— RFC 3739 ,,Internet X.509 Public Key Infrastructure: Qualified Certificates Profile®,
— RFC 5280 ,,Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile”,
— ETSITS 102 280,,X.509 V.3 Certificate Profile for Certificates Issued to Natural Persons"
— U ca 00aBe3HUM cajapkajeM AepuHUCAHUM y WwiaHy 17. 3aKoHa O €EKTPOHCKOM TOTIIACY
(Y 1aJbeM TeKCTY - 3aKOH).

1.1. IIperyiex OCHOBHHUX MPETHOCTABKHU

Ceprudukanuono teiao MO u BC je onroBopHo 3a mpyxame KOMIUIETHUX yClyTra cepTU(UKAIIH]E,
KOje yKJbyuyjy cieaehe ycnyre, U TO:
— OworyhaBame H3BpIIaBama CEPBUCA 32 PETUCTPAIN]y KOPUCHHKA.
— @opMupame acHUMETpPUYHOT Tapa KJbydeBa 3a KOPHUCHHUKE W  TPUIPYKEHOT
KBAJM(HUKOBAHOT €JEKTPOHCKOI cepTH(duKaTa 3a morpede Kpeupama U BepUpHKaIMje
KB (HKOBAHOT €JIEKTPOHCKOT MOTIIHCA.
— JluctpuOynujy mNpUBaTHOT KJbydya W KBaJIM(PUKOBAHOT E€JIEKTPOHCKOT CepTH(HKaATa
PETUCTPAIIIOHOM ayTOPUTETY MPOIUCaH 3aKOHOM U TipaTehoM peryiaTuBoMm.
— OwmoryhaBame npoueaype orno3ruBa KBaTM(PUKOBAHUX €IEKTPOHCKUX cepTUUKaATa U
— obe36ehuBame nHPOpMalKje 0 CTaTYCy KBATM(PHUKOBAHUX €JIEKTPOHCKUX CepTHU(HKATa, a y
CITy4ajy mojaBsbuBama ceptudukaray CRL u ma(opmanuje o pasiory mojaBbuBama.

Ceprudukanuono teno MO u BC mepconanusyje cpeiactBo 3a ¢GopMHpame KBATH()HKOBAHOT
eNeKTpoHCKOr motnuca kopucHuimma (eW]] kaprtuny u mpuapyxkenu PIN kox 3a ymotpely
CpencTBa), Kao U BUXOBY 0e30enHy nuctpulynujy no perucrparuonor teina MO u BC.

Cepruduxanuono teno MO u BC yrBphyje Ommira npaBuia npyxama yciyre ceprudukanuje (y
najbeM TekcTy: OmiuTa nmpaBuia) y ckiaay ca 3aKOHOM.

Onmniura npasuia ceptuduxanuje Ceprudukammonor reaa MO u BC yrpalyjy ce y 1okymeHnra:
1. Momutuka ceprudukauuje Cepruduxammonor tena MO u BC 3a u3naBame
kBaM(UKOBaHUX eneKTpoHCcKux ceprudukar, CP (Certificate Policy);
2. TlpakTnuyna mpaBuwia mnpyxkama yciyre ceptudukaiuje, CPS (Certification Practice
Statement) (y naspem tekcry: [IpakTHyHa npaBuiia) — OBaj JOKYMEHT.



[Tonutuka ceprudukanuje u [Ipakrnuna npasuna y cmuciay Ceprudukanumonor tena MO u BC
Tela Cy jaBHO JOCTymHa aokyMeHTa. [lonuTuka ceprudukanuje neduHUIIE TPEAMET pajna
cepTUUKAMOHOr Tena, AOK IIpakThyHa mnpaBuiaa AePUHMUITY NpoLEece M HAYMH HUXOBOT
koputnthema rpu GopMupamy U yIpaBibaky KBATU(YUKOBAHUM CIIEKTPOHCKUM cepTU(UKATUMA.

[Monutuka ceprudukanuje nepuHUINIE 3aXTEBE TOCIOBamba CEPTHPHUKAIMOHOT Tela, JIOK
[TpakTyHa mpaBwia AePUHHITY OIEPATUBHE NPOIEAYpPE Y MHJbY HCIYHEHha THX 3aXTEBa.
[lpaktnyna mpaBwia AcPUHUNIY HAUYMH HA KOJU CEPTUPUKAIMOHO TEIO HUCIyHhaBa TEXHUYKE,
OpraHM3aIliOHe U MPOLEAypaIHEe 3aXTeBe IOCIOBama KOju cy uaeHTu(ukoBanu y Ilomutuim
cepruduKanmje.

[Tonutuka cepTuduKamnyje je Mame crenuuual U IeTajbaH JOKYMEHT y OfHOCy Ha [IpakTudHa
npaBuiia Koja MPEACTaBibajy ACTAJbHUjH ONKUC HAYMHA MOCIIOBAMKka, KA0 U MOCIOBHE U OTIEPATUBHE
nporeype Koje cepTu(UKaIMOHO TEJI0 MPUMEbYje Y H3/IaBakby U yIpaBJbakhy KBATH(PHKOBAHUM
€JIEKTPOHCKUM cepTU(hUKaTuma.

[Tonutuka cepruduranuje ce NeGUHHUINE HE3ABHCHO Ol CHEIHU(PHYHOT OMEPATUBHOT OKPYKEHa
cepruuKanoHOr Tenma, MAOK IlpakTHyHa TpaBWia [Jajy JeTaJbHUjH ONKC OpraHu3aIloHe
CTPYKTYpE, OTIEpaTHBHUX HPOIEIypa, Ka0 U (U3UYKO U PAUyHAPCKO OKPYKEHE CEPTUPUKAIITOHOT
Tena.

Onmra mnpaBuina ¢yHKuoHucamwa Cepruduranmonor tena MO um BC cy y ckmany ca
JOKYMEHTHMA!
— RFC 3647 ,Internet X.509 Public Key Infrastructure. Certificate Policy and Certification
Practices Framework™ n
— ETSI TS 101 456 ,,Policy Requirements for Certification Authorities Issuing Qualified
Certificates .

Ceprudukanuono teaso MO u BC yrBphyje u [loceOna nHTepHa npaBuiia pajga cepTuGUKAUOHNUX
Tela W 3alTuTe cucrteMa ceprudukanuje (y masbem Tekcry: [loceOHa mpaBmia) y Kojuma cy
caJip’kaHy M MPOLEIYPaTHO OMMCAaHU MOCTYIIM U MEpe KOJU C€ MPUMEY]y MPHIMKOM H3/1aBama 1
pyKOBama KBAIM(UKOBAHHM EIIEKTPOHCKUM cepTu¢ukatuma. [loceOHa mpaBmia Cy ITOKyMEHTH
KOjY HUCY jaBHO JOCTYIIHH U IIPEJCTaBIba]y MOCIOBHY TajHY CEPTU(UKALIMOHOT Tea.

[TocebHa npaBuia cajipke AeTajbHe oipenoe o:
— cuctemy (pU3HUKe KOHTPOJIE MPUCTYNA y MOjeIMHE IPOCTOPHje CEpTU(PUKALMOHOT TeNa,

CHCTEMY JIOITMYKEe KOHTPOJIE IPUCTYIAa pauyHAPCKUM pecypcuMa cepTH(PHUKAIIMOHOT Tena;
— CHCTeMY 3a 4yBam€ MPUBATHOT KJby4ya CEpTU(UKAILIMOHOT Tela,;

— cucteMy JucTpuOyHpaHe OATOBOPHOCTH TpU  aKTHUBALUjU [PHUBATHOI  KJbyda
CEePTUHUKALIMOHOT TEa,

— TOCTYIIKY U3paJie pe3epBHE KomHuje 0ase 1moaraka 1 nporeaypa HeJoKyITHOT CHCTeMa;

— TMOCTyNIMMa M pajmbaMa y BaHpPEIHHM cHTyanujama (Toskapu, IOIUIaBe, 3eMJbOTPECH,
Jpyre BpPEMEHCKE HEMOoroje, 3JOHaMEpHU yMaad y MNpOCTOpHje WIM HH(GOPMAIMOHH
CHCTEM CepTH(UKAIIOHOT Tela).



1.2. Ame noxkyMeHTa U uAeHTH(PUKAIM]a

Ogaj mokyMmeHT mpezcraBiba [IpakTruna npasuia paaa (y namsem tekcty CPS — Certificate Practice
Statement) Ceprudukanmonor tena MO u BC koje u3naje kBanudukoBaHE EIEKTPOHCKE
ceprudukare npunagauiuma MO u BC Ha eeKTpOHCKOM HICHTH(MUKAIIMOHOM JJOKYMEHTY.

Ceprudukanuono teno MO u BC u3znaje kpammdpukoBaHe €IEKTPOHCKE cepTU(dHKaTe 3a IpoBepy
KBTM(DUKOBAHOT €JICKTPOHCKOT MOTIIHCA.

Wnentudukanmonu noxanu Cepruduxannonor tena MO u BC cy:

Ceprudpuxannono teao MO u BC

LlenTap 3a npuMemeHy MATEMATHKY U €JIeKTPOHUKY
Bojcka Cpouje

BojBoae Crene 445

11000 beorpan

Cponja

Jenuncteeno ume (Dname — issuer):

CN=MOVSRoo0tCA

O=Miinistarstvo odbrane i Vojska Srbije
L=Beograd

C=RS

1.3. Yuecunuu y PKI cucremy MO u BC

Y 0BOM MOIaBby Cy JaTe OCHOBHE HH(pOPMAIMje O YYECHHIIMMA y OKBHPY HHQPACTPYKTYype
jaBuux ksbyuena (PKI- Public Key Infrastructure) y MO u BC.

Hocwunar PKI undpactpykrype y MO u BC je Ynpasa 3a TenekoMmyHukaiuje u uapopmatuky (J-6)
I'TII BC.

1.3.1. Cepruduxkarmuono teno MO u BC

[TonoBe Ceprudukamuonor tena MO u BC obaBba opranusanuona nennHa Bojcke Cpobuje y
okBupy Llentpa 3a npumeweny MatemaTuky u enekrponuky (LIIIME) koja u3naje kBanudukoBane
esniekTpoHcke ceptudukate 3a norpede MO u BC. Ceprudukarmono teino MO u BC je onroBopHo
3a myOnukanujy oBor IlpakTuyHor mnpaBuia y LHMJbY MOAPUIKE H3/aBamby KBaTH(PUKOBAHUX
€JIEKTPOHCKUX cepTU(HKaTa. Y TOM CMHUCITY, OBO IIpakTW4YHO mpaBWiio, Kao W TNPHAPYKEHU
nokymeHT [lomutuka ceprudukanuje, NpeAcTaBibajy OAroBapajyhy MOJUTUKY W MpaKkTUYHA
npaBuia Koja ce IpuMemYjy IPU U3aBamy KBATU()HUKOBAaHUX €JIEKTPOHCKUX CEepTHU(HKATA.

VY uuspy o6jaBibHuBama MH(OpPMAIMja KOje ce OAHOCE Ha OM03BaHE KBAJHU(HKOBAHE €JIEKTPOHCKE
ceprudukaTe, HEONMXOJHO je Ja ce U3BpIM ojaroBapajyha mnyOnukamuja JUCTE OIO3BaHUX
ceprudukara (CRL — Certificate Revocation List). Ceprudukanmono teno MO u BC neproandno
00jaBJpyje TaKBY JHUCTY Y CKJIay ca yCIOBUMA Ie(PUHUCAHUM Y OBOM JJOKYMEHTY.

Ceprudukanuono temo MO um BC mpencraBma xujepapxujcky PKI cTpykTypy 3a m3naBame
KBAJTM(PHKOBAHUX €JIEKTPOHCKUX cepTudukara. Ceprudurannono teino MO u BC uma jenno Root
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Ceprudukanmono Teno u  jenHo Intermediate  CepruduranmnoHo Teno 3a U3JaBamke
KBaTH(PUKOBaHUX eneKTpoHcKux ceprudukara (MO VS UzK CA teno).

Y MOMEHYTOj apXUTEKTYpH:

— MO VS Root Ceprudukannono teiao (MO VS Root CA)- je rimaBHO caMOIIOTIIHCAHO
ceprudukanmoHo Teno koje usnaje ceprudukare Intermediate Ceprudukanunonom teaxy MO
u BC u ny6nukyje CRL nucty Ha Root HuBoy.
— Intermediate Ceprudukaimono teno MO u BC (MO VS UzK CA Tteno) — je noapehero
cepTUHUKAIIMOHO TEJIO KOj€ U3/1aje KBATM(DUKOBAHU €JIEKTPOHCKU CePTU(HUKAT:
— 3anocienuma y MO u BC 3a notpebe Bepudukanuje KBaTu(UKOBAHOT E€ICKTPOHCKOT
MOTITHCA,
— YYCHHIIMMA W CTYJCHTHMMAa BOJHHMX IIKOJIa 3a MOTpede BepuduKkauje KBaTupuKoBaHOT
€JIEKTPOHCKOT TOTIIHCA.

MO VS UzK CA Teno mybmukyje cBojy CRL nucty omo3Banux ceptudukara KOpHCHHUKA.

MO VS Root CA

MO VS UzK CA

e

Cnuka 1: Peanu3anuja xujepapxujcke CTPyKType cepTUUKAITHUX Tea

KpamuduxoBanu enextpoHcku ceptudgukar MO u BC kopuCHHMKa ce TeHepulle Ha OCHOBY
BaJIMTHOT 3aXTEBa 3a M3JaBabeM KBATM(DUKOBAHOT €JIEKTPOHCKOT cepThduKara Koju ce popmupa
Ha ocHOBY nojataka 0 MO u BC KopuCHHKY KOjH c€ y3UMajy y MpOLECY perucTpannje KOpucHHKA.
VYyecuuuu on unrepeca 3a oBaj CPS y umraBoj PKI undpacrpykrypu MO u BC koju umajy
onrosapajyhe ob6asese cy: Ceprudukanmono teno MO u BC, peructpanuono teno MO u BC,
kopucHuin MO u BC u norenuujanue tpehe crpane.

Oo6aBe3e Cepruduxanuonor tesa MO u BC

Ceprudukanuono teno MO u BC rapantyje na he cipoBoauTH cBe mporenype AepuHrucaHe OBUM
CPS. Cepruduranmono teno MO u BC xopuctm CP u CPS y muipy na KOpPUCHUII MODPajy
CIPOBOJIUTH JIETATHE YCIIOBE KOpHIThema U3/1aTHX KBaTM(PUKOBAHUX €IEKTPOHKUX cepTU(UKATA.

Jlo HuBoa cneuudunupanor y oxarosapajyhum mnornassuma CP u oBor CPS, Ceprtudukanuono
tenno MO u BC ce o6aBe3yje Ha:
— Ilyny carnacaoct ca CP u oBum CPS, xao u cBuMm oxrosapajyhum popanuma y TpeHYTKY
Kaja ce myOJIuKyjy.

11



— Perynapno u nepuonnuHo axxypupame apokymenata CP u oor CPS, kao U HHXOBO jaBHO
myOJIMKOBambe.

— OG0jaBpuBambe KOHTAKT J€Tajba CEPTU(PUKALIMOHOT ayTOPUTETA.

— OO0e3behuBame yciyra ceprtudukaiyje y ckiaay ca 3akoHOM, [IpaBHIIHMKOM U OCTaauM
MOJI3aKOHCKHM aKTUMa,

— 0O06e36ehuBame MHMpACTPYKTYpe CEPTHUPHUKAIMOHOT Tela U MpyXKama CePTHPHUKAITMOHUX
yciyra.

— OO0e30ehuBame CUTYpHUX MEXaHHW3aMa KOjU YKJbYUY]y MEXaHHM3aM I'€HEpHCama M 3allTHTE
KJby4EBa..

— OO0e36ehuBame XUTHOT 00aBENITaBaka y CIIy4ajy KOMIPOMHTALM]E COTICTBEHOT MPUBATHOT
KJbyYa.

— MWznaBame kBan(UKOBaHUX €IEKTPOHCKUX cepTudukara y ckinany ca CP u oBum CPS, kao
U UCTYHaBambe COICTBEHUX MPEy3eTHX 00aBe3a.

— OGOasemraBame peructpanuoHor tena MO un BC pa cy reHepucanu KBaqu(pUKOBaHU
SNIEKTPOHCKHU cepTH(UKaTH KOPHCHHKA Ha OCHOBY 3axTeBa u nuctpudyimja el y xome cy
KBaJIM(HKOBAHU €IIEKTPOHCKH CEPTU(HUKATH.

— OobasemtaBamwe peructparuonor tena MO u BC ykonuko Cepruduxainmono teno MO u
BC Hmje cmocoOHO 1a W3BpIIM BadWJalHjy 3axTeBa 3a J00Wjamke KBaTU(UKOBAHOT
eNeKTpOoHCKOT cepTudukara y cknany ca CP u oBum CPS.

— Hakon mnpumjema BamuMgHOr 3axTeBa oOJ cTpaHe perucrparmuonor tema MO u BC
Ceprudukanmono teno MO u BC wuznaje kBanuuUKOBaHU EJICKTPOHCKHA CEPTH(PHKAT Y
ckiaay ca CP u oBum CPS.

— Ono3uBame KBATM(PHUKOBAHOT €JIEKTPOHCKOI cepTu(UKaTa KOju je u3aar y ckiaaay ca CP u
oBuM CPS HakoH mpujeMa BaJHJIHOT 3aXT€Ba 3a OMO3HMB KBaJTH(UKOBAHOT E€JIIEKTPOHCKOT
ceprudukara ox perucrpanuonor Tena MO u BC.

— Oo06jaBspuBame ENEKTPOHCKOT cepTH(HUKATa CEPTUPUKAMOHUX Tella y CKIaay ca ycIoBUMa
nedunucanum y CP u opum CPS.

— OO0e30ehuBame nmoapuIKe KOPUCHUIIMMA U MOTEHLMjATHUM TpehuM cTpaHamMa Kao IITO je
omricano y CP u oBum CPS.

— OGHaBpame cepTuduKaTa cepTudUKaoHor Tena y ckiany ca CP u oBum CPS.

— OGOagemraBame Tpehux cTpaHa o craTycy ceprudukara nyreM nyonukoBamba CRL nucra Ha
online perno3utopujymy.

— Perynapno u nepuonu4Ho 00jaBJbUBa-E JIMUCTE ONMO3BaHUX cepTHdHKara y ckinany ca CP u
oBuM CPS koja je yBek 10CTyIHa CBUM 3aMHTEPECOBAHUM CTpaHaMa.

— JlocraBmmama konmje CP m oBux [IpakTHuHHMX mpaBWiia, Ka0 M OCTAIUX IMPHMEHJIUBHX
JIOKyMEHAaTa 110 3aXTEBY HEKE OJ1 CTPaHa.

Cepruduxanuono texo MO u BC nmotBphyje aa, ocuM rope HaBeJeHUX, HEMa APYrux obaBes3a Mo
oBoM CPS nokymeHTy u 00aBe3a Koje IPOUCTHYIY U3 3aKOHA.

Onarosopuoctu Cepruduxkanuonor tejsja MO u BC

— Ceprudukanrono teiao MO u BC je onroBopHo 3a U3BpIiaBamke rope HaBeJIeHUX 00aBe3a y
o0uMy koju oapelhyje 3akoHcka perynatuBa Penyonmke Cpouje.
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— Ceprudukamuono teno MO u BC HHje OAroBOpPHO 3a 3aIITUTy NPHUBATHUX KJbydyeBa
KOPHUCHHKA HAMEHECHHMX 3a KpeHpame KBATU(PHKOBAHOT €JIEKTPOHCKOI MOTIHCA HAKOH
ypyuema el perucrpannonom teaxy MO u BC.

— Ceprudukanuono teio MO u BC Huje oaroBopHO 3a Heoiropapajyhy nposepy BaJIMIHOCTH
ceprudukaTa o1 CTpaHe Koja Ce€ MOy3/laje y KBATM(UKOBAHU EIIEKTPOHCKH CEePTHQPUKAT
uznar ox crpane Ceprudukanuonor teiaa MO u BC.

— Ceprudukanmono teno MO wu BC Humje oaroBopHo 3a wmoryhy 3moynorpely
KBAJM(HKOBAHOT EJEKTPOHCKOTI cepTU(UKaTa Koja je HacTaja YCieJ HEUCIyHhaBarmba
obOaBe3a kKopucHUKa win Tpehe cTpaHe koja ce moys3aaje y KBaTM(PUKOBAHH €ICKTPOHCKH
ceprudurar m3nar ox crtpane Ceprudukanuonor tTeaa MO u BC.

— Ceprudukanuono teio MO u BC Huje 0aroBOpHO 3a HEM3BpIIaBamke CBOjUX 00aBe3a Koje
je mocneanna BaHpeAHEe CUTYallHje WIN BUILE CHJIC.

1.3.2. Peructpanmona texa MO u BC

3axTeB 3a U3/laBalbeM KBATM(PHUKOBAHOT €JIEKTPOHCKOT cepTudukara 3a kopucauke MO u BC ce
dbopMupa mocpecTBOM 3axTeBa 3a usznaBameM ell/l. 3axteBu 3a uznaBameM e/l mpukymibajy ce y
VYnpasu 3a kagpose MO. YmpaBa 3a KaJpoBe U OocTajia CIyxOeHa Jula Koja OBIacTH YIpaBa 3a
kagapose MO cy Perucrpanuona tena (RA — Registration Authority).

Peructpanmona texa MO u BC:

— ChopoBoje cBe KOpake y MpoLeaypu HACHTU(HKAIMje KOpPUCHUKA IUTO je AeduHucaHo
BakehMM  3aKOHCKMM  JOKyYMEHTHMa W  ONIITAM  [paBWJIUMa  CepTH(HKAIH]je
Cepruduxanuonor teaa MO u BC.

— VYHoce nojaTke o KOPUCHUKY U (hOpMUpajy 3aXTeB 3a uzzaBame el /.

— Muunupajy npoiec KOjuM ce 3alo4yube Mpoleaypa 3a U3JaBambe JOKYMEHTa, Y TOKY KOjer
ce Kpeupajy KpUnTorpagcku KJby4eBU U cepTU(PHUKATH KOPUCHHKA.

— Ilpey3umajy enexTpoHCcKa UACHTU(UKAITMOHA IOKYMEHTA.

— Juctpudymnpajy kBaii(pUKOBaHH €IEKTPOHCKH cepTU(dUKAT (MIeHTUPUKALIMOHA JOKYMEHTA
KoOja cy (pU3MYKH HOCHOLM €JIEKTPOHCKOT cepTu(UKaTa) 10 KpajlbuX KOPUCHUKA.

Perucrpanmona tena MO u BC nenyjy y ckmagy ca 3aKOHCKUM IpONHMCHMA, Ipoleaypama u
onmTtuM npasuwinma ceptudukanuje Ceprupukannonor reasa MO u BC. He nocroju orpannueme
y CMHCITy Opoja perucTpaoHux Tena koja Mory outu npuapyxena PKI nadpactpykrypu.

Oobage3e perucrpaunonor teja MO u BC

Peructparuono teno MO u BC ce o6aBe3yje Ha:
— Ilpunpemame mNOTpeOHMX TOJaTaKka 3a W3/1aBalkbe KBATU(UKOBAHUX EIEKTPOHCKUX
ceprudukata y ckimany ca CP u oBum CPS.

— /3BpmaBame CBUX aKTUBHOCTH Ha BepU(UKAIUjU U MPOBEPU ayTEHTUYHOCTH MOJHOCHOLA
3axTeBa y CKJIaay ca YpeadboM O BOjHO] JIeTUTUMauWju, JMPeKTHMBOM O HAauMHYy paja U
MOCTYTaky NPUIMKOM U3/aBama BojHe serutumanmje, CP n oum CPS.

— JlocraBpame 3axteBa a0 Cepruduxannonor tena MO u BC y eneKkTpoHCKH NMOTIHCAHO]
HOpyIH (3aXTEB 32 M3/IaBakeM KBATH(HKOBAHOT EEKTPOHCKOT CepTU(HKATA), Y CKIaay ca
nporenypama koje cy onucane Ilomutukom ceprudukanuje u oBuM [IpakTHuHUM
IpaBUINMA Paja.
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3anucuBame CBUX aKTUBHOCTH MPEKO ATUIMKALIMj€ PETUCTPAL[IOHOT TeIa.

[Ipujem, Bepudukanujy u npociehuBame ka Ceprudukanuonom teny MO u BC cBux
3axTeBa 3a OMO3MBOM, CYCIIEH3WMjOM M AKTHUBAIMjOM HU3JaTUX CepTH(HKATa y CKIaxy ca
npouenypama Ceprudukarmonor tena MO u BC, CP u opum CPS.

[Toctyname y ckmamy ca YpeadoM O BOjHO] JICTUTHMANUjU W JIUPEKTUBOM O HAYUHY H
NOCTYIaky NPUINKOM U3/aBama BOJHE JISTUTUMAIH]E.

Peructparono teino MO u BC je oaroBopHo 3a u3BpIliaBame rope HaBeJeHux o0aBe3a.

1.3.3. Kopucuuiiu MO u BC

KopucHunu npencraBibajy KOpucHHKE cepTudukanuonux yciayra Ceprudukanmonor tena MO u
BC. To cy 3anocnena nuna y MO u BC, yueHuIu u ctyieHTd YHUBEP3UTETa OJJ0paHe.

KopucHunu cy crpane koje:

ITogHoce 3axTeB 3a 10OUjame KBIN(UKOBAHOT €IEKTPOHCKOT CepTU(UKATa,
NnentnukoBaHu cy Kao BIACHUIN KBATH()UKOBAHOT ENEKTPOHCKOT cepTH(HUKATa Yy CaMOM
ceprudukary,

[Tocenyjy mpuBaTHU KJby4 KOjH OJIFOBapa jJaBHOM KJbY4Yy KOjU j€ HaBEJCH Y KOPUCHUKOBOM
KBaIN(UKOBAHOM EJICKTPOHCKOM CEepPTU(HKATY.

O6aBe3e KOPHCHUKA KBAIN(PUKOBAHUX eJIEKTPOHCKHX cepTH(duKaTa

Cem ako Huje apyraunje nepunucaso y CP u oBum CPS, kopucHuIM cepTU(UKALMOHUX YCIyra
Ceptudukanunonor rena MO u BC cy oarosopnu 3a:

[TocenoBame oarosapajyhux 3Hama H, ako je HEONXOAHO, noxahame oarosapajyhe odyke 3a
Kopuiheme KBATH(PUKOBAHUX EIEKTPOHCKUX CEPTHU(PHUKATA U CEPTUPUKALIMOHUX YCIyra.

[TomroBame [lonutuke ceprudukanmje n IlpakTnuHux npaBuia paga MyOJIMKOBaHUX O
ctpane Ceptuduxanuonor tena MO u BC.

OO6e36ehuBame TauHMX U MpeNU3HUX HHOpMalnMja Yy HUXOBO] KOMYHHMKAlUju ca
Ceprudukanuonnm teaom MO u BC w/mnu perucrpanuonum teaom MO u BC.

Yno3HaBame, pa3yMeBame M CarjlaCHOCT ca CBHUM cTaBoBMMa U ycioBuma y CP u oBum
CPS, kxao u JApyrMM JOKyMEHTHMa KOjU Cy 00jaBJbéHM Ha pPENo3UTOPUjyMY
Cepruduxanuonor teaa MO u BC.

HapymaBama uHTErpuTeTa U Npon3Bohema HEUCIPAaBHUM KBaTH(PUKOBAHOT €EKTPOHCKOT
ceptudukata uzgaror ox crpane Cepruduxanmonor tena MO u BC.

Kopumiheme kBammdukoBaHOT €IEKTPOHCKOT cepTu(dUKaTa caMO y CBpXe JAepUHUCAHE Y
cknany ca CP u oBum CPS, kao u BaxxehuM 3aKOHCKUM JJOKYMEHTHUMA.

O6asemTaBame peructparuonor tena MO u BC o 6mio kojum mpoMeHama wHpOpMaImja
KOj€ Cy paHHje IOCTaBJbCHE.

[Tpexun xopumhema HM34aTOr KBAIM(UKOBAHOT E€JIEKTPOHCKOr cepTH(]UKaTa YKOJIHUKO je
O6wio koja wuHpopManMja y KBAIM(QHUKOBAHOM EJIEKTPOHCKOM CcepTHU(HUKATy IocTaia
HEBaJIU/IHA.

[Mpeknn kopumhema KBaTU(PUKOBAHOT  EJIEKTPOHCKOT  CepTH(HKATa HM3AATOT O
Ceprudukanuonor tena MO u BC ykoinko cam KBaIM()UKOBAHH €IEKTPOHCKU CEpTUDUKAT
MIOCTaHE HEBAJIU/IAH.
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— ChpeuaBame KOMIIPOMHUTAIMjE, T'yOJbema, 00jaBJbHBama, MOAU(HKAIMje WM OWIO KOT
JIpyror HeayTOPU30BaHOT Kopulihema CBOr mNpuBaTHOT KJbydaKopumiheme 0e30emHux
ypehaja u mpousBoja kKoju 00e30el)yjy oarosapajyhy 3amtuty npuBaTHUX KJbY4eBa.

— VY3apxkaBawmwe o jgoctaBibama A0 Ceprudukanmonor tema MO u BC, miam Ouno kor
mupexropujyma Ceprudukanuonor tena MO u BC, Ouino kakBor Matepujana KOju CaapKu
CTaBOBE KOjH YIpokaBajy OHMJIO KOjU 3aKOH MJIM OMJIO KOj€ MpaBo OMIIO KOje CTpaHe.

— TomHomeme 3axTeBa 3a OMO3UB KBATH(PUKOBAHOT €IEKTPOHCKOT cepTU(UKaTa y CIIy4ajy Ja
nocrtoju jgorahaj Koju MaTepujaTHO yTUYE HAa WHTETPUTET U3JATOT KBATH(PUKOBAHOT
€JIEKTPOHCKOT cepTudukata u3aator o crpane Cepruduxanuonor tema MO u BC.

— IlpujaBpuBame cBake Moryhe 3ioynorpeGe CBOT MPHBATHOT KJbyda M 3aXTEBambe J1a Ce
KBaIN(UKOBAHU EIEKTPOHCKH CEPTH(UKAT OII030BE Y TOM CIIy4ajy.

1.3.4. Tpehe cTpane

Tpehe cTpane Mory OUTH €HTHTETH, Ka0 Ha mpuMmep ¢u3nyka Juna (MOojeANHIN) W/WIA TpaBHA
muna (KoMIaHuje), Koja MpHXBaTajy KBalM(UKOBaHE EIEKTPOHCKE cepTudukare u BepUPHUKY]Y
KBAJTM(MKOBAHU EIEKTPOHCKH MOTHHUC oApeheHnX EIeKTPOHCKHUX JOKyMEHaTa Koja Cy MOTIHCaHa
on crpaHe kopucHuka Ceprudukaumonor tenra MO u BC, kao u Koja Bpiie BaauJalujy
KBaJIM()UKOBAHOT €JIEKTPOHCKOr cepTudukaTta uzgaror o crpane Ceprudukanuonor tena MO u
BC.

Bepudukanuja kBanu@uKoBaHOT €IEKTPOHCKOT MOTMHCA C€ BPIIM Ha 0a3M jaBHOT KJbyda KOjU ce
HaJIa3u Y KOPUCHUKOBOM KBaJTU(UKOBAHOM EJIEKTPOHCKOM CepTHU(HKATY.

VY by mpoBepe BaJHIHOCTH NMPUMEHEHOT KBAIM(UKOBAHOT EIEKTPOHCKOT cepTudukara, Tpehe
CTpaHe MOpajy yBEK Ja IpOBEpe CTaTyC OMNO3BAaHOCTH AATOr cepTHU(HUKATa y OKBUPY JIHUCTE
ono3BaHux ceptudukara nznare ox crpane Ceptudukannonor tena MO u BC mpe Hero mro
npuxBate HHPOpMalMje Koje Cy HaBeJleHe y cepTudukary.

OoagBe3e Tpehux crpana

Crpana koja ce ocnamwa Ha ceptudukaT uznat ox Ceprudukanuonor tena MO u BC obaBesna je
na:
— TIlocenyje oaroBapajyha 3Hama O Kopulihemy eJIEeKTPOHCKHX cepTH(dUKaTa U APYrux
TEXHOJIOTHja Be3aHMX 3a yclyre cepTudukanyje.

— Ce ynosna ca [lonutukoMm ceptudukanrje u oBuM [IpakTHUHUM mpaBUIMMa pajia y BE3U
HaBeJIEHUX yCJIOBa KOju Baxe 3a Tpehe crpane.

— TMomrtyje u cupoBoau onpendoe u3 CP um oBux CPS kama moctyma ca KBaTH(PUKOBAHUM
eNEeKTPOHCKUM cepTudukarom m3gatum oa Ceprudukannonor tena MO u BC.

— Bepudukyje nznatu kBanu@UKOBaHH e€IEKTPOHCKU cepTudukar CeprudukaiyoHor Tena
MO u BC npumeHoM: npoBepe BalUIHOCTH KBAIM(DUKOBAHOT €IEKTPOHCKOT cepTu(uUKara,
npoBepe CepTHPUKAIMOHOT TeNla KOje je U310 KBUTN(UKOBAHH €JIEKTPOHCKU CepTU(UKAT,
IIPOBEPE EIEKTPOHCKOT MOTIHCA KBAIM(UKOBAHOT €JIEKTPOHCKOT cepTH(HKaTa U MpoBepe
cTaryca JaTor KBaJIM(PHUKOBAHOT €IEKTPOHCKOT cepTu(ukara y Baxkehoj CRL nuctu |, a 'y
CKJIay ca MpoLEeAypOM Baluaaluje cepTu(UKaTa 1 KOMIUIETHOT JIaHIIa CepTHU(HKATA.
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— Bepyje y uzgatu kBanudukoBaHu eneKTpoHcKu ceptudukat Ceprudukarponor reaa MO u
BC camo ykonumko ce cBe wuHpOpMamuje Koje Cce OJHOCE Ha TakaB KBaTHM(UKOBAHHU
€JIEKTPOHCKHU CepTH(UKAT MOTY BepU(UKOBATH Ka0 KOPEKTHE U aXKypHE.

— PasymHO ocrmoHM W moy3na Ha KBTM(HUKOBAHM EJIEKTPOHCKH CEPTU(UKAT H31AT O
Ceprudukanuonor tena MO u BC y ckiany ca oaroapajyhuM oKOJTHOCTHMA.

1.3.5. Ipyru yuecHunu
OBo 10TJ1aBJbE HHjE MPUMEHIBUBO y OKBUPY oBe CPS.
1.4. Kopumhemwe ceprudukara usnarux ox crpase Ceprupuxanuonor reaa MO u BC

Y oBoM mornaBby ce aeduHUIIe Kopullheme KBaTU(DUKOBAHUX ENEKTPOHCKHUX cepTuduKara
usnatux ox crpane Ceprudukanuonor tena MO u BC.

1.4.1. ITpuxBaT/puBO KopHIThermhe KBATU(PUKOBAHUX €IIEKTPOHCKHUX CEPTH(HUKATA

KBamndukoBanu enexktpoHcku ceptuduraru koje m3ga Cepruduxannono tenmo MO u BC ce
Kopucte y akpeauroBanuM amukanujama MO un BC y kojuma ce cnpoBoau Bepudukanuja
€JIEKTPOHCKOT MOTITUCA.

1.4.2. 3abpameno kopuiheme KBaTu(pUKOBAaHUX EIEKTPOHCKUX cepTUHUKATA

3abpameHo je kopuiheme KBaTU(UKOBAHOT ENEKTPOHCKHUT cepTu(UKaTta 3a CBpXe Koje He
0JIrOBapajy cajapkajy mossa ynorpeode ceprudukara (KeyUsage).

1.5. Anmunuctpanuja I[IpakTHyHNX NpaBuJa paja

VY 0BOM MOTJaB/by Cy ONUCAaHE aKTMBHOCTU Yy B€3M aJMHUHMCTpauuje oBUX [IpakTHMUHHMX MpaBuia
pana.

1.5.1. Opranuzanuja agMuHUCTpUpama [IpakTHuHMX mpaBuiia pajga

Ceprudukanuonor tena MO u BC je oarosopso 3a nponucHy agMuHucTpanujy oBux CPS, u 1o y
CMHCITY IEPUOIMIHOT TIPETJie/ia U aXKypupama, Kao U BaHPEIHUX MPOMEHa oAroBapajyhux ompenou
KOje MPOUCTHYY U3 €BEHTYaJHUX MPOMEHA y 3aKOHCKO] peryjJaTHBH WM oAroBapajyha casHama o
KPUTHYHHUM CJIA00CTHMa M JPYTUM TEXHUYKUM KapaKTepUCTHKaMa MPUMEHCHUX KPUITOTPaCKUX
ITOpUTaMa M Jy)XKHHA KJbyJeBa.

Ceprudukanuono teno MO u BC Hajmame jeTHOM y TOKY KaJI€HIapCKe TOANHE BPIITH MPETIIET OBE

CPS.

1.5.2. Konrakr ocoba

Oco6a y Ceprudukanunonom texy MO u BC, oarosopra 3a osa CPS je:

noTnykoBHUK Mp Pamomup IIpoganosuh, qurii. wx.
Email: radomir.prodanovic@cpme.uti.vs - PAMKO
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radomir.prodanovic@vs.rs - UatepueT

1.5.3. Oco6a koja oapehyje norogroct CPS noxymenTa

[Toromnoct CPS nmokymenta Ceprudukanmmonor tenma MO u BC onpehyje VYmpaBa 3a
TenekomyHuKkanuje u uapopmatuxy (J-6) I'lll BC kao nocunan PKI undpacrpykrype y MO u BC.

1.5.4. TIpouenypa onob6paBama CPS moxymenTa

Hakon u3BpiieHe pesusuje u u3mena, CPS mokyMeHT ce moctaBba YIIpaBH 3a TEICKOMYHUKAIIN]E
u undopmatuky (J-6) 'l BC koja je HajuexxHa 3a 0j00paBame TOKYMEHTA.

1.6. le¢pununuje u ckpahennue

Y 0BOM JOKYMEHTY I10jeIMHU H3pa3u UMajy cienehe 3Haueme:

1.6.1. lepununmje

AxTHBannMoHu mogamu — [lomanu, KOju HHCY KJbYYEBH, KOjU Cy 3aXTE€BaHU y IWUIbY paaa
KpunTorpadckux Mojayna u Koju Mopajy outu 3amtuhenn (kao Ha npumep PIN unu password).

CA cepruduxar — Ceprudukar 3a naro CA uznar (qururaaHo notmnucas) ox crpaHe apyror CA
i camonornucal (ykonuko ce paau o Root CA).

[MosnTuka ceprudukanuje — VMeHOBaH CKyn MpaBuia KOJU MHIMLIUPA NPUMEHIBUBOCT
ceprudukarta Ha oJpel)eHO OKpyKeme U/WITK Ha KIIacy alliKaluja ca 3ajeJHHYKUM 0e30€IHOCHIM
3aXTEBHMA.

Jlanan (myt) cepruduxara — VYpelheHna cekBeHIla cepTHdHKaTa Koja ce, 3ajeJIHO ca jaBHUM
KJbydeM HHHIIMjATHOT o0jekTa y JaHiy (ImyTy), MpOIecHpa y IHJbY MPOBEPE MCTOT Y MOCIEIHEM
00JeKTy Ha IyTYy.

Certificate Practice Statement (CPS) — JaBua IlpakThunHa mpaBWia M MpOIEAype Koje
cepTH(UKAIIMOHO TEJIO MPUMEbYje Y MPOIIEAYPHU H3/1aBarmba cepTuduKaTa.

CepTuduxkanuono teno — u3aaBay ceprudukara — Y KOHTEKCTy ojapeheHor ceprudukara,
cepTUHUKAIIMOHO TeJI0 — u3aaBau ceprudukara je oo CA koje je u3aaa0 (AUruTaaTHoO MOTIIHCAIO)
cepTU(UKAT.

Kpamudukarop noaurnke — MHdopmaruja koja 3aBUCH 01 MOJUTHKE cepTU(UKALUE U KOja je
npuapy’KeHa UIeHTHPHUKATOpy MoIuTHKe cepTudukanuje y okpupy X.509 cepruduxara. Moxe na
ykibyur U YPJI Ha koMe ce Hana3u nyonukoBan CPS nator ceprudukanuoHor Tena.

Perucrpaumnono teino (RA) — EHTHTET KOjU je OIroBOpaH 3a MICHTU(HKALU]Y U ayTEHTHKALHU]Y

KOPHCHHKa/BIIaCHUKA CepTU(HKaATa, Ka0 W KPEHPAhe 3aXTeBa 3a H3/laBambe CepTH(UKaTa, alld KOju
He u3gaje u He mornucyje ceprudukar (1j. RA Bpmm oarosapajyhe mocnoBe (MIeHTUDHUKALN]Y
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KOPUCHHKA) ¥ y TOM cMuciy je nenerupano oa CA). Uecro ce u tepmun LRA (Local Registration
Authority) KopucTH y HCTOM KOHTEKCTY.

Tpeha crpana — [lpumanan ceprudukata Koju mpoBepaBa JaTu cepTH(UKAT W/WiM MpoBEepaBa
JUTUTATHU MOTIUC JOOMjEHOT €JIeKTPOHCKOT JOKYMEHTa MPUMEHOM jaBHOT KJbyda MOTIHCHHUKA U3
ceprudukara. Takohe, Tpeha cTpaHa mpoBepaBa BAIMIHOCT cepTU(dUKATa y UCTOM Tporecy. Tpeha
CTpaHa MOXe OWTH Takol)e KOPHCHUK CepTH(HKaTa M31aTOr O] CTPaHE MCTOr CepPTU(UKALNOHOT
TeJIa alld ¥ He MOpa.

EJNeKTPOHCKH JAOKYMEHT — JIOKYMEHT y €JIEKTPOHCKOM OOJHMKY KOjU C€ KOPUCTH Y NpPaBHUM
IIOCJIOBUMA M JIPYT'MM NPAaBHUM pajilbaMa, Kao U y YIPaBHOM, CYJICKOM U APYroM IOCTYIIKY IpeJ
JP>KaBHUM OpPTaHOM.

EJeKTpOHCKH MOTNHMC — CKYI MOJAaTaka y €JIeKTPOHCKOM OOJIMKY KOJU CYy NMPUAPYKEHU WIH CY
JIOTHYKY TIOBE3aHU Ca EJIEKTPOHCKUM JIOKYMEHTOM M KOJU CITyKe 32 HACHTU(UKALN]y MOTITMCHHKA.

KBanudukoBaHu eJeKTPOHCKH MOTHHC — EJIEKTPOHCKH MOTHHUC KOjU C€ Kpeupa MPUMEHOM
CpelcTBa 3a KpeHpame KanupukoBaHor enekrponckor mormuca (SSCD — Secure Signature
Creation Device) u koju ce mpoBepaBa MyTeM KBaJU(PUKOBAHOT EIIEKTPOHCKOr cepTudukara
nornucHuka. OBaj TOTHUC j€ MPaBHO CKBUBAICHTAH CBOjEPYYHOM IMOTIHCY IO 3aKOHY O
CJICKTPOHCKOM ITOTIHCY.

IMoTnuCcHHUK — JUIIEe KOje MOCeayje CPEeICTBA 3a eNEKTPOHCKO MOTIHCHBAE U BPIIU EIEKTPOHCKO
NOTIHCUBAKE Y CBOje UME WM y M€ TIPAaBHOT WM (PU3UYKOT JIHLIA.

IMopanu 3a popmupame e1eKTPOHCKOT MOTNHCA — JeIMHCTBEHHU IMOIalld, KA0 IITO CYy KOJOBU WM
MIPUBATHU KPUNTOTPAPCKU KIbY4EBH, KOj€ MOTIIUCHUK KOPUCTH 32 U3PAy €IEKTPOHCKOT MOTIIHCA;

Cpencrsa 3a ¢popMupame eJIEKTPOHCKOr MOTNHCA — oJroBapajyha TexHuuka cpeactsa (codpTBep
U XapjBep) Koja ce KOpHcTe 3a GOpMHUpare eIeKTPOHCKOT MOTIHCA, Y3 Kopuilnhemne mogaTaka 3a
dbopmupame eTeKTPOHCKOT MOTITHCA.

Cpenctsa 3a popMupame KBAIH(PUKOBAHOT €JIEKTPOHCKOT NMOTNHCA — CPEJCTBA 32 (hOpMUpaAHE
€JIGKTPOHCKOT TOTIHCA KOja UCIYHaBajy J0JaTHE YCJIOBE yTBpheHe 3aKOHOM O eNeKTPOHCKOM
MOTITUCY.

IMomauu 3a mMpoBepy eJEKTPOHCKOr MOTHHMCA — IIOJAIM, KAa0 INTO Cy KOJOBH WJIM jaBHHU
KpUNTOrpadcKu KibY4eBH, KOjU C€ KOPHUCTE 3a MPOBEPY U OBEPY €IEKTPOHCKOT MOTIHCA.

CpencrBa 3a nmpoBepy eJIEKTPOHCKOT MOTHHca — oArosapajyha texanuka cpencrsa (copreep u
Xap/Bep) Koja CIIy)Ke 3a MPOBEPY €IEKTPOHCKOT MOTMHCa, Y3 KopHiheme mojaTaka 3a MpoBepy
€JIEKTPOHCKOT TOTIIHCA.

CpencrBa 3a npoBepy KBaINM(UKOBAHOI €JIEKTPOHCKOI MOTHHCA — CPEICTBA 3a MPOBEPY
€JICKTPOHCKOT TIOTIHCAa KOja WCIYHhaBajy JO0JaTHE YyCJIoBe yTBpheHe 3aKOHOM O €JIEKTPOHCKOM

MOTIIUCY.

EJIeKTpOHCKHU cepTH(UKAT — eNEeKTPOHCKH JOKYMEHT KOjuM ce moTBplhyje Be3a uzMel)y nogaraka
3a MPOBEPY €IEKTPOHCKOT MOTNHCA U UACHTUTETA MOTIUCHUKA.
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KBain(pukoBaHu eJEKTPOHCKH CepTH(QUKAT — EJIEKTPOHCKU CepTU(HUKAT KOjH je H3AaT O
CTpaHe CepTH(UKAIIMOHOT Tella 3a H3/aBambe KBATH()UKOBAHMX EIEKTPOHCKUX CepTU(HKATA H
caJip’ku mojiaTke npeasuheHe 3aKkOHOM O €JIeKTPOHCKOM TOTIHCY.

KopucHuk — mpaBHO nuIe, MpeAy3eTHHK, APKaBHU OpraH, OpraH TepUTOpHjaliHE ayTOHOMH]E,
Opras JIOKaJIHE CaMOYMpaBe UM (PU3NYKO JIUIE KOME Ce U3/Iaje eNEeKTPOHCKH cepTHU(UKAT.

CepTuduKanuoHO Te0 - MPABHO JIMIE KOje H3/aje €IEKTPOHCKE cepThdukare y CcKiaay ca
ojpendama 3aKkoHa O €JIEeKTPOHCKOM MOTIHCY.

Axpenutanuja — QDopmanHa neKiIapanuja OJf CTpaHEe TMOTBPAHOI ayTOpUTETa Ja HW3BECHE
byHKIHje/eHTHTETH 3a10BOJbaBajy crenuduyne GopmaiHe 3aXTEBE.

Amukanuja 3a ceprugukar — 3axTeB MOCIAT O] CTpaHE KOPHUCHUKA KOJU 3aXxTeBa cepTU(UKaT
(arutnkanT) ka CepTHdHUKAIMOHOM TEy Y IIHJbY H3/aBama eIEKTPOHCKOT cepTudukara.

ApxuBa — Crerupryna 6a3a 1mojaTaka 3a 4yBame 3amuca 3a oJapelyeHr Imepro BpeMEHa y IHJbY
6e36enHocTH, backup-a wiu ayaur-a.

AyTeHTHKANMja— Tiporieypa 0e30eHOT JIOTHYKOT TpeACTaB/bahba KOPUCHHKA, Tj. YTBphUBama
ETOBOT EJICKTPOHCKOT UICHTHTETA, OJroBapajyhoj aruMKaIyju Wid CEpBUCY.

HNnentuduxanuja — nporec yrephruBama HACHTUTETA M0jeIUHIIA UM OpraHu3ammje. Y KOHTEKCTY
PKI cuctema, ayTeHTHUKalHja ce OHOCH Ha J[Ba MpoIieca:
— VYTBphuBame na maTo MMeE MOjeNMHIIA MM OpraHW3aIdje OAroBapa PEaTHOM HIICHTHUTETY
MOjeIMHIIA WK OpTaHu3aIlfje
— VYr1BphuBame 1a je mojeauHall WM OpraHu3allrja Koju ce mpujaBibyje 3a oapehenu cepBuc
0J] TATUM UMEHOM y CTBapH Oaiil Taj (1o THM UMEHOM) OjeIMHAI] JIX OpPTaHHu3aIlH]a.

AyTopu3anuja — mpoueaypa yTBphuBama IpaBa KOje HEKHM ayTEHTUKOBAaHM KOPUCHHMK HMMa 3a
kopuirhewme oAroBapajyhe armkaiyje uim cepBuca.

Excren3uje y cepruduxary — [lonarua nospa y ceptudukary, nopea OCHOBHUX, Koja J1ajy Oirke
uHdopMmarmje o BracHuKy (KopucHUKY) 1 u3naBady (CA) ceprudukara.

Xujepapxuja ceprudpukara — CexkBeHna ceprudpukata 0azupaHa Ha HUBOMMa Koja uMa jegan Root
CA ceprudukar u subordinate/Intermediate enturere, kao mro cy ceprudukatu apyrux CA u
KOPUCHHUIIH.

YnpaBbamwe cepTuUKATHMA — AKTHUBHOCTH TPHUAPYKEHE VIpaBbaky cepTuduraTima
YVKJbYUY]y UyBame, HCIIOPYKY, 00jaBJbUBAbE U OMIO3UB cepTU(dUKATA.

JIucra ono3sanux ceprudpuxara (CRL) — Jlucra u3gara U eIeKTPOHCKH MOTIHMCAHA Of CTPaHe
CA koja ykipydyje cepujcke OpojeBe OMmo3BaHUX cepTudukaTa, Kao U BpeMe orno3uBa. Taksa iucTa
ce Mopa KOPUCTHUTH O] cTpaHe Tpehux cTpaHa yBek kama TpeOa TPOBEPHUTH BAIHTHOCT

ceprudukaTa u/umm BepuuKaImjy eIeKTpOHCKOT OTIIHCA.

Cepujckn 0poj ceprupukara — bpoj Koju jeAMHCTBEHO UACHTH(PHKYje CEpTH(PHUKAT Yy JTOMEHY
maror CA.

3axreB 3a moomjame ceprudukara (CSR — Certificate Service Request) — Cranmapana ¢popma
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(mo PKCS#10 npenopyiiu) Koja ce KOPUCTH 32 Cllakhe 3aXTeBa 3a J00HjambeM cepTudukara.
CepTuduxanuja — [Iporec n3naBama eIeKTPOHCKOT cepTUhUKATA.

AcCHMeTPUYHHU Nap KJby4yeBa — [IpUBaTHU KJbYY W jaBHU KJbY4, KQO MATEMAaTHYKH Map KOjU CE€
KOPHUCTE 3a oTpede paja aCUMETPUYHOT KPUIITOTpadCKOT alirOpuT™Ma, Kao MTo je Ha mpumep RSA
AITrOpUTAaM.

IIpuBaTHU K/bY4 — MaTeMaTHUKH ITOAATaK KOjU C€ KOPUCTH K0 KIbYY 32 KPEUpame eIeKTPOHCKOT
HOTIIMCA U 3a PaclaKUBambe AUTUTAIHE €HBEJONE - JemNU(pPOBake CUMETPUYHOI KJby4ya KOJUM je
mudpoBaH JOKYMEHT 3a JaTOI KOPHCHUKA IPUMEHOM aCUMETPUYHOT KPUITOTPa(CKOT alropuT™Ma.

JaBHM KJbY4 — MaTeMaTHUKH [0JjaTaK KOju MOXKe OUTH jaBHO 00jaBibeH (Hajuernrhe ce o0jaBibyje y
dopmu X.509v3 enexTpoHCKOr cepTH(HKATa) U KOjH ce KOPUCTH 3a BepU(DUKAIIU]y EIEKTPOHCKOT
NOTIMCA, KpeHpaHoT ToMohy oaroBapajyher mpuBaTHOT KJjby4a KOjU j€ MATEMaTHUKH Map ca JaTHUM
JaBHUM KJby4eM, Kao M 3a IudpoBame Mojaraka 3a KOPUCHUKA KOjU Tocedyje oaroBapajyhu
NPUBATHH KJbYH.

IIudpoBame — Tpanchopmalyja Koja, MPUMEHOM oAToBapajyher Kpunrorpagckor ajropurMa u
onrosapajyher kpuntorpadckor kibyda, mpeTBapa OpUTHMHAIHY MH(pOpManujy y oOJUK Yy KojeM
caziprkaj HH(OpMaIlFje MocTaje HeI0CTyIaH Heoanhenum auipma (mmudpar).

Kpunrorpajguja — Hayka o 3alITUTH TajHOCTH HH(OPMAIIH]a.

Kpunrorpadgckn ajJropurMu — ajropuTMu IO KOjUMa c€ BpIIM TpaHC(hOpMalHja OpUTHHAIHE
uHdopmanuje y muppoany uHdopmanujy (mumdpar) u obpartHo, U3 ImUppaTa y OPUTHHAIHY
uH(pomanujy, kopuutheweM onrosapajyher kpunrorpadckor Kbyya.

Kpunrtorpadcku k/byd — TajHa U ciiydajHa nHGoOpManuja onrosapajyhe nyxune y ouropuma (Ha
npumep 128 wim 256 Ourta) Koja ce KOPUCTH y KpUNTOrpad)CKUM aaropuTMHMa, y Mpoleaypama
mu@poBama 1 1emuppoBama.

CuMeTpHYHHM KPHUNTOrPa)cKM AJrOpUTMH — KPUNTOrpad)CKU alrOPUTMU KOJU C€ KOPHCTE 3a
peanuzanujy mudpoBama y IMJbY 3alITUTE TajHOCTH HMHGOpMaiuja. AJITOPUTMH C€ HA3UBaJy
CUMETPHYHUM 3aTO INTO C€ HUCTH KpUNTOrpadCcKM KJbYd KOPUCTH 3a HmMdpoBame H 32
nemudpoBame.

ACHMETPUYHH KPUNTOrpagcKH aJIrOPUTMH — KPUNTOTpadCcKU aJrOPUTMHU KOJU CE€ KOpHCTE 3a
peanu3aiyjy TeXHOJIOTHje JUTUTATHOT moTnuca (KojuM ce 00e30elyje: ayTeHTUYHOCT, HHTEIPUTET
¥ HEeTIOPEMBOCT TPAHCAKIMja) U AUTHTAITHE aHBernomne (KojuM ce 00e30elyje uyBame CHMETPHYHOT
KJby4a y MUGPOBAHOM OOJIMKY). AJITOPUTMH CE€ HA3MBajy aCHMETPUYHHUM 3aTO IITO C€ PA3IMIUTH
KpuUnrorpagcku KJbydeBH KOpHUCTEe 3a IMIMdpoBame U 3a JemudpoBame. ACHUMETPUYHU
KpUNTOTrpadCcKu aNropuTaM KOPUCTH Map KIbY4eBa, jaBHU U TIPUBATHH.

Hash anroputvMm — jemHocMepHH KpunTorpad)CKd airopuTMud moMohy KOjUX C€ BpIIU
kpuntorpadceka tpancdopmanrja nHGopmanuje npousBosbHe BenmuuuHe y hash Bpennoct dukcHe
BenmunHe (160, 224, 256, 374, 512 6uroBa (uiu BUIIE)).

HNnentupuxarop odjekra — CekBeHIa OpojyaHMX KOMIIOHEHTH KOja MOXKe OUTH IpUIpYKeHa

HEKOM pETUCTPOBAaHOM OO0jeKTy M KOja HMa KapaKTepHCTUKY Ja je JEeJUHCTBEHa Yy CBUM
uaeHTU(UKaTOpUMa 00jeKaTa y OKBUPY CIEIU(PUIHOT JOMEHA.
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Peno3utopujym — baza nojgataka w/uMiau AMPEKTOPHjyM Ha KOME Cy jaBHO JOCTYIIHH OCHOBHU
nokymeHTH pana CA, ka0 W eBeHTyajHE JApyre HHQpOpMalMje KOoje Ce OJIHOCE Ha TMpyKame
ceprudukanmonux yciyra oa crpane garor CA.

Ono3uB ceprudukara — [lepMaHEHTHO YKHUIaWke BATUAHOCTH JATOT CepTU(UKATA U HHETOBO
cmemTame Ha CRL nucry.

Jebena tajua — Jleo kpunrorpadcke TajHe Koja je MoJe/beHa Ha yHampena naeduHucaH Opoj
(GU3HYKHUX TOKEHA, Ka0 Ha IPUMEP CMapT KapTHIIA.

Cmapt kapTuna — XapaBepcku ypehaj KOju caapKd YHMII Ha KOME MOXKE Jla C€ H3BpILIe
oaroapajyhe kpunrtorpadcke (QyHKIOHMjE, Kao INTO CY. EIEKTPOHCKH TMOTHHC, IIH(POBambE,

reHepHucame 1apa aCUMETPUYHUX KJbY4YEBa, UT/,.

Kopucunuku yrosop — Yrosop u3mehy kopucauka u CA y nmipy o6e3behema cepTudhukanmoHux
yciyra.

1.6.2. Ckpahenune

Ckpahennue Ha eHIJIECKOM je3UKY:

CA — Certification Authority

CEN- European Committee Standardization

CP — Certificate Policy

CPS — Certificate Practices Statement

CRL — Certificate Revocation List

CSR — Certificate Service Request

CWA- CEN Workshop Agreement

EAL- Evaluation Assurance Level

ETSI — European Telecommunication Standardization Institute
FIPS — Federal Information Processing Standard
OID — Object IDentifier

PKI — Public Key Infrastructure

RA — Registration Authority

RFC — Request For Comments
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CxkpaheHnue Ha CPIICKOM je3MKY:
eU /]l - eneKTpOHCKH UACHTU(UKAITNOHU TOKYMEHT

Ceprudpuxanuono teno MO u BC - Ceprudukanmono teno MunucrapcTBa ondopane u Bojcke
Cpbuje

MO — Munucrapcto Onbpane
BC - Bojcka Cpbuje

V3K — Ynpasa 3a Kagpose
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2. OIroBOPHOCTH 32 My0JMKOBa€ U PENO3UTOPUHjyMe

OBo moryaBsbe ce OJHOCH Ha HEKe acleKTe MmyOosimKoBama HH(opmanyja, Kao ¥ Ha JOKaIuje I1e ce
Te nHopmammje myonukyjy, y okBupy Ceprudukanmnonor teixa MO u BC.

2.1. Peno3uropujymu

Ceprudukanuono teno MO u BC ny6nukyje uHbOpMaIije y Be3u €IEKTPOHCKHX cepTH(HUKaTa
Koje u3/aje Ha online peno3utopujymMumMa Koju cy opranuzoBanu Ha oxpehenum Web win LDAP

cepBepy.

Ceprudukanuono teo MO u BC uma online penosuropujyMm JToKyMeHaTa y Kojuma 00jaBibYjy
uH(popMaIrje 0 MPaAKTUIHUM MIPABUIIMMA U TIpoIeaypama pana, ykbydyjyhu CP xao u oBo CPS.

Ceprudukanmono teno MO u BC 3ampkaBa mpaBo a YYMHH DPAcIIOIOKMBUM U IyOJHKYyje
uH(OpMaIMje y Be3H CONCTBEHHX MOJUTHKA U IPOLIEAYpa pasia ImyTeM OMIIO KOT TIOr0THOT HaunHa.

Crpane y xkoMmyHuMKauMju (ykbydyjyhu KopucHuke u Tpehe cTpaHe) Koje MpHUCTYyNajy
penozutopujymy Ceprudukamuonor tena MO u BC y nornyHocTr cy carnacae ca ogpeadama CP
u oBux CPS, xao u ca OWiI0 KOjuM JIpyruM yciioBuMa Kopuinhema koje je Ceprudukaiiono teio
MO u BC yunHHO AOCTYIHUM.

Ceprudukanuono teso MO u BC uuHM cBe y cB0jOj MOhM Yy LIMJbYy OCHUTYpama Jla CTpaHe Koje
NPHUCTYNA]y FHETOBOM PEMO3UTOPHjyMY I00Hjajy TOy3JaHe, aXypHE W TayHe WHopMaIuje.
Ceprudukanuono teno MO u BC, mehytum, He Moxe NpUXBaTUTH OMIIO KaKBY OJIFOBOPHOCT KOja
je BaH orpannyema nepunucanux y CP u opum CPS.

2.2. IlydoaukoBame HHpOpMAaLUja 0 cepTHPUKATHMA

Ceprudukanuono teno MO u BC nybnukyje uHdopmanuje o cepTuukaTimMa Ha MPETXOTHO
MIOMEHYTHM PETMO3UTOPHjyMHUMA, U TO:
— Cepruduxare Cepruduxarnuonor teina MO u BC (Root ceprudukar u ceprudpuxar MO VS
UzK CA),
— Hudopmanyje o cratycuma onospanoctu ceptuduxara (CRL).
— OcnosHe gokymente paga Cepruduxanuonor tena MO u BC (CP, osa CPS, uts.).

W3 pasnora mHXOBE OCETJHHBOCTU M TocioBHe Tajue, Ceprudukanuono teno MO u BC nehe
nyonukoBatu [loceOHa mpaBuia paja.

2.3. BpeMe U (ppexBeHIHja MyOIMKOBAKA
Ceptudukannono teno MO u BC ny6nukyje mHdopmanuje o CTaTycy OINO3BaHOCTH H3JaTHX

ceprudukara (CRL nucte), kao mrTo je Ha3HaYeHO W mnpenusupaHo y oBoMm CPS mokymeHTy
(nacnos 4.9.7).

2.4. KoHTpoJIe MpHUCTYyNa Peno3uToOpujyMumMa
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3a nmotpebe Ceprudukanuonor tena MO u BC llentap 3a koMaHaHO MH(OpPMALMOHE CUCTEME
(IKHUCHIT) onpxaBa pacmoOKHBUM TPHUCTYIT 7O JaBHOT PEMO3UTOpHUjyMa ca CBPXOM
omoryhaBama:

— Jlo6assame ceprudukara Root Ceprudukanuonor tesa MO u BC (MOVSRootCA.cer) u
ceprudukara Intermediate Cepruduxanuonor tena MO u BC (MOVSUzKCA .cer),

— Jlo6aBassamba CRL immcre Ceprudurammonor tema MO u BC (MOVSRootCA.crl,
MOVSUzKCA.crl) y mwpy Banupanuje KBaIM(UKOBAHOT EIEKTPOHCKOT cepThduKara
usnaror oj ctpane Ceprudukanuonor teaa MO u BC.

— JloGaBspama [lonuTuke ceprudukayje U NpakTHIHUX MTPABUIIA.

Ceprudukanuono Teno MO m BC Moke orpaHuyuTH WM 3a0paHUTH TPHUCTYI oapeheHum
yciyrama, oapel)eHuM TUpeKTopujyMuMa, UT/.
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3. UnenTudukanuja u ayTeHTUKANMja KOPUCHUKA

Ceprudukanuono teno MO u BC oxpxkaBa TOKyMEHTOBaHA MPAaKTHYHA MPAaBHIIA U MPOLEAYPE Y
Wby AayTEeHTHKalMje W yTBphUBamwa MICHTUTETa W/WIM Jpyrux arpulyra MOJHOCHOLA
3aXTEBa/KpajlbuX KOPUCHHKA KBaM(UKOBAHOT eNeKTpoHCKor ceprudukata Cepruduxainmonor
tena MO u BC.

Perucrpannono teno neTajpHIje MPONUCYje U OprKaBa MPOLEeIype 3a ayTeHTHKAIN]Y, YTBphUBame
UJICHTUTETa M Jpyre aTpuOyTe IIOJHOCHOLA 3aXTeBa 3a KBATU(HKOBAHUM EIICKTPOHCKUM
cepThHUKaTOM.

AyTeHTHKalMja W yTBphUBame HICHTHTETa C€ W3BpLIABAj)y Npe H3/1aBamba KBATU(PUKOBAHOT
€JICKTPOHCKOT cepTu(dUKaTa M u3BpIIaBa je peructpannono teao MO u BC.

Ceptudukanuono teno MO u BC kopuctu notBphene mnpouenype y nuby IpHUXBaTamka 3aXTeBa
peructparuonor texia MO u BC nipeko kora eHTUTETH kene na nocrany wianosu PKI xujepapxuje.

Ceprudpukanmono tenmo MO u BC ayreHTHKyje 3axTeBe CTpaHa Koje JKelie Jla OI030BY
KBTM()UKOBAHU EICKTPOHCKHU CEPTU(DUKATY CKIIATy Ca OBOM MOJIUTHKOM.

Ceprudukanuonor tena MO u BC onpxkaBa oarosapajyhe mpoueaype y uuiby onpehuBama
MPAKTUYHUX MpaBUia 3a J0/1eJbUBabe UMEHA.

3.1. Ha3uBu

3.1.1. TunoBu uMeHa

VY uuiby naentudukanuje kopucuuka, Ceprudukanmnono teno MO u BC cnpoBoau oarosapajyha
npaBuJja J10/eJbBamha MMEHA KOjUMa c€ KOPUCHUIIM Ha jeJHO3HAYaH HAUUH PA3NIUKY]y Yy CUCTEMY.
3.1.2. Ilorpeda na nMeHa Oyy ca peaTHUM 3HAUYCHEM

Kaga ce moaHoce 3axTeB 3a KBaJU(UKOBAHUM €JEKTPOHCKUM cepTU(UKATOM HME MOJHOCHOLA
3aXTeBa MOpa OMTH y MOTIYHOCTH PEATHO U ca oAroBapajyhum 3HauemeM. CepTuhUKAIIMOHO TEJIO
MO u BC wuznaje kBaqu(pHUKOBAHU €JIEKTPOHCKHU CEepTH(HKAT MOJHOCHOIMMA 3aXTeBa KOJU

JIOCTaBJba]y JOKYMEHTOBaHE 3axTeBe mpeko peructpanuonor teara MO u BC koju caapxe ume, a
KOje ce MOXe BepH(PHUKOBATH.

3.1.3. AHOHUMHOCT KOPHUCHHUKA
Ceptudukanuono teno MO u BC He u3naje aHoHMMHE KBaTU(pUKOBaHE €IEKTPOHCKE cepTudukare

KOpUCHUIIMMa HUTHU 1/13,uaje AHOHUMHHM KOPpUCHHUIIUMA KBaJII/I(I)I/IKOBaHC CJICKTPOHCKC CCpTI/I(I)I/IKaTC.

3.1.4. IpaBuna 3a HHTEPIPETALH]Y PA3TUUUTHX HOPMH UMEHA

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.
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3.1.5. JenuHCcTBEHOCT UMEHA

Hmena npuapykeHa KOPUCHUIIMMA KBATU(PUKOBAHUX €JIEKTPOHCKUX cepTU(dUKATa Cy jeAMHCTBEHA
y nomeny Ceprtudukanuonor tena MO u BC. lme xopucHUKa KBIM(DUKOBAHOT €JIEKTPOHCKOT
cepTuduUKaTa c€ YBEK KOPHCTH 3aj€THO Ca JeIMHCTBEHUM HIACHTH(PHUKAIMOHUM OpOjeM KOPHCHHKA
Koje ce ynucyje y Dname nosee kopucHuka. Kao jequHcTBeHN uacHTU(DUKAIIMOHU OpOj KOPUCHHUKA
kopuctu ce JMBI" (JenuucrBenu Maruunu bpoj I'pahana).

3.1.6. [Ipeno3naBame, ayTeHTHKALIM]ja U yiaora pooHux mapku (,,trandemarks®)

Cepruduxanuono teno MO u BC He npuxsara “trademark” o3nake, Jioroe wiyu apyre rpadudke
WIM TEKCTyallHe MaTepujalie KOju Cy 3aliTHNEeHH O] KONUpamba, a MPEAJIOKEHH 32 YKIbYYCHE Y
KBaJIM(DUKOBAHE EIEKTPOHCKE cepTUhUKATE KOje H3/aje.

3.2. Auunmjanna npoBepa HIeHTHTETA

VY mupy peanusanmje npoueaype HAeHTU(PHUKALUje U ayTeHTUKAIN]je 32 HHUIMjaTHy KOPHCHUKOBY
peructpanujy perucrpanuono teno MO u BC cnpoBoau cBe moTpedHE KOpake mpoBepe MmojaTaka
KOPHCHHKA, YKJbYUyjyhu KOHCynTOBame oaropapajyhux 6aza mogaraka.

3.2.1. Metoza noka3uBama Moce10Bamka MPUBATHOT KJbyda

OBo moriaB/be HHjE€ MPUMEHJbUBO y OKBUPY oBe CPS 3aT0 mTO HE MOCTOjM yIaJbeHO Clame
3axTeBa 3a U3paJOM KBATH(PHUKOBAHOT €JIEKTPOHCKOT CepTH(UKATa 01 CTpaHe KOPHCHHKA.

3.2.2. AyTeHTHKal1ja UACHTUTETA OpraHu3alyje

Ceptudukannono teno MO u BC uznaje xBanmpukoBaHU €JNEKTPOHCKH cepTu¢ukar Ha e/l
3anocneHnMa y MO u BC, yueHnnuMa M KajieTUMa KOju MMajy MOTIHCAH YTOBOP O IKOJIOBAamY.
Perucrparnmono tenno MO u BC Bpiu npoBepy jaa i ¢y jauna kojuma ce uznaje elJl 3amocnena y
MO u BC u na nu umajy yroop o mkosioBawby ca MO u BC.

3.2.3. AyTeHTHKallMja UACHTUTETA TOjeTUHIIA

VY uusby uaeHtudukaiyje U ayreHTUKalKje UHIUBUIYATHOI KOPUCHHKA KOJU MOJHOCH 3aXTEB 3a
KBAJM(HUKOBAHU EJEKTPOHCKU cepTHdukar, peructpanuono teaso MO u BC moxe npumeHHTH
KOpaKe KOjH YKJbY4Yjy, ajil HUCY OTPaHUYEHH Ha:
— IIpoBepy moKkymeHaTa Kao IITO Cy UACHTU(HUKAIIMOHE KapTHIle, TACOIl, BO3ayKa JI03BOJIA.
— Yr1BphuBame uaeHTUTETA KOja ce 6a3upa Ha IOCTaBJbEHO] U MOCTOjeho] TOKyMEHTAITH] 1.
— 3axTeB aAa ce mnojenuHan ¢GuU3NYKKA MojaBu y peructpauroHom tery MO u BC vy
onrosapajyhoj ¢as3u mpe Hero mTo ce n3a KBUIM(UKOBAHH €IEKTPOHCKU CEPTH(HKAT.

3.2.4. Undopmanmje KOpucHHKA Koje ce He BepUPUKY]Y

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.
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3.2.5. Banunanuja ayropurera

OBo 10TJ1aBJbE HHjE MPUMEHIBUBO y OKBUPY oBUX CPS.

3.2.6. Kputepujymu 3a uHTEpOnepabMIIHOCT

OBo morJ1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

3.3. MnenTndukanuja u ayreHTHKALMja 3aXTeBa 32 00HAB/babe K/byueBa

OBo 10TJ1aBJbE HHjE IPUMEHIBUBO y OKBUPY 0BUX CPS.

3.3.1. Unentudukanuja u ayTeHTUKAIIM]a 32 PYTUHCKO OOHABJbAE KIby4eBa

OBo morJIaBJbE HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

3.3.2. Unentudukanuja u ayTeHTUKAIK]ja 32 OOHABIbAIE KJbydeBa HAKOH OMO3HMBA

OBo nornaesJbe HUje MPUMEHIBUBO y OKBUPY 0BuX CPS.

3.4. UnenTudukanmja u ayrTeHTUKALKja 3aXTeBa 32 ONMO3UB WM CyCleH3Hjy cepTuduKaTa

VY mmby crnpoBohema mpoleaypa uIeHTUPHUKALU]e W ayTeHTHUKAIMje 3aXTeBa 3a OMO3HMBOM WJIU
CYCHEH3UjOM KBalH(UKOBAaHOI eJeKTpoHCKOr cepTudukara, Cepruduxannono teio MO u BC
3axTeBa Kopuinheme online ayTeHTUKAIMOHOT MeXaHW3Ma (ayTeHTUKAIMja MyTeM eJIEKTPOHCKOT
ceptudukara) npeko Web komynukamuje 1o camor Cepruduxannonor tena MO u BC, ogHocHO
ayTEeHTUKAllM]y Ha aluIMKaI{jy PEruCTPalMOHOr Teja MPEeKo KOje ce BPILU ONO3UB (CyCIEeH3Hja)
KBaJTM()UKOBAHOT €JIEKTPOHCKOT cepTudukara.

HpI/IMepI/I 6636CI[H01" J0CTaBJbalkba 3axXTCBa 34 OIIO3MBOM WM CYCHCH3I/Ij0M Cy JUTUTAJIHO

NOTNHCAaHU 3axTeBU 0Jf cTpaHe perucrtpanuonor tera MO u BC wnmm oBnamhenux mnuuna
Ceptudukanuonor tena MO u BC.
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4. OnepaTMBHM 3aXTeBH Y Be3H JKUBOTHOI WHUKJIyca KBaJINU(PUKOBAHOT
€JIEKTPOHCKOT cepTU(UKaTa

3a cBe KOPUCHUKE TIOCTOJU CTalTHA 00aBe3a na nadopmuiry perucrpainono teaxo MO u BC o cBum
npoMeHama y uHpopMalijama Koje cy o0jaBJbeHe Y KBaTU(UKOBAHOM €IIEKTPOHCKOM CepTHU(HKATY
3a YUTaB MEPUO]I BAKHOCTHU TaKBOT cepTUdukara.

4.1. IlonHowIemk€ 3aXTEBA 32 J00Hjalbe KBAIM(UKOBAHOT eJIEKTPOHCKOT cepTudukara
4.1.1. Ko MOXe J1a IOCTaBH 3aXTEB 3a M3aBambe KBATH(PUKOBAHOT €IEKTPOHCKOT cepTudukara?

Kopucauim mnomnoce 3axTeB 3a m3naBame e/, a THM M ayToMaTcku 3axTeB 3a J00Wjame
KBAJM()MKOBAHOT EJIEKTPOHCKOT cepTu(uKaTta CXOAHO: YpeadM O BOjHO] JITUTUMAIH]H,
JIUpEeKTUBU O HAuMHY pajia ¥ MOCTYyNamby NPUINKOM H3JaBama BOjHE JerutuManuje. KopucHunm
3axTeB nojiHoce perucrpannoHom teaxy MO u BC.

3axTeB Mopa Ja y ceOM caapKyd CBE HEOINXOJHE IMOJAaTKe, YKJbydyjyhW JOBOJEHO TOJaTaka Ja
KOPUCHHK MOXe Ja Oy/ie UACHTU(UKOBAH HA JSTUHCTBEH HAYMH.

KopucHuiiy umajy oaroBopHOCT Jia JOCTaBe MOoy3aaHe U TayHe WH(OpMalHje y CBOJUM 3aXTEBUMa
3a uznasamwe e/l

4.1.2. Tlporec nocTaBibarma 3aXTEBa 32 N3/1aBalkbeM KBATM(DUKOBAHOT €IICKTPOHCKOT cepTH(HUKaTa
(enrollment) u oxroBopHOCTH

KopucHuk 3axTeB 3a u3/aBamkbeM KBAIM(UKOBAHOT EJIEKTPOHCKOr cepTu(dUKaTa MOAHOCHU KpOo3
3axTeB 3a wuznaBameM elJl, OJHOCHO Kpo3 3axTeB 3a H3JlaBamkbe BOJHE JIETUTHMALU)e
(uneHTUUKALMOHE KapTUlle, YYeHUUKE JIETUTUMAIH]je, KaJeTCKe JIETUTUMAIH]e).

KopucHuk nortmucyje u3jaBy O NpPUCTAaHKY Ha 00pajy mojaraka O JIMYHOCTH M JIOCTaBjba j€
ciy:)x6eHuM nyteM peructpainonom teny MO u BC.

[TonaTke 0 KOPUCHHUKY HETOBa OpraHM3aIlfja MOXE JOCTaBUTH peructpannoHom teny MO u BCy
06muky XML ¢ajna enekTpoHCKUM ITyTeM.

Omneparepu peructparponor ayroputera MO u BC ce npujaBibyjy Ha Web cTpany ammukarmje 3a
paj perucTpainroHor Tena nmomohy ciayxoeror ell/l, u yHoce cBe HEOMXOJHE TOJaTKE O KOPUCHUKY
3a TeHEepHUCamhe KBATH(PUKOBAHOT eJIEKTPOHCKOT cepTU(HUKATA !

— HNwme,

— IIpe3ume,
— JMBT,

— Ha3uB opranusanyje u opraHu3anyoHe jeIMHUIIE Y OKBHPY OpraHM3allje KOjoj KOPUCHUK
NpUIAA,

— Cenunire opranu3sanuje (Ha3uB rpaja),

— Email agpecy xopucHHKa y HaBeIeHO] OpraHU3alH]H.
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[Togan ce MOry MPWJIArOAMTH CXOJHO THUIy KOPHUCHHKA Ha Kora ce onxHoce. OBM mopanu ce
npocinehyjy Ceprudukanronom teny MO u BC 3amTuheHOM KOMYyHUKAIM]jOM Ha HAaYWH MPOTIHCaH
WMHTepHUM NpaBUIMMA.

4.2. Tlpouecupame 3aXTeBa 3a 100Mjambe KBATH(PUKOBAHOT eJIEeKTPOHCKOT cepTH(dhUKATA
4.2.1. U3BpmaBame GyHKIHje uACHTU(GUKAIN]E U ayTeHTHUKAI]e KOPUCHUKA

Hakon npujema 3axTteBa 3a m3maBame eI, a Tume u 3axTeBa 3a M00OUjame KBATU(UKOBAHOT
EJIEKTPOHCKOr cepTuduKaTa 3a JaTor KOpHCHHKa, perucrpanuono Teno MO u BC Bpummu
neduHUCaHy WACHTU(DUKANMOHY W AyTCHTHKAIMOHY MPOLEAypy y LWJbY BaIHIAIUje 3aXTeBa
KOPHUCHHUKA U 3axXTeBa 3a u3gaBame el /l.

4.2.2. llotBphuBame win oadujame arumKaiyje 3a 1001jame KBaTu()UKOBAHOT €IeKTPOHCKOT
cepruduKaTa KOPUCHUKA

Peructpammono teno MO u BC mnotBphyje mnm onduja KOPUCHUYKM 3aXTeB 3a J100Hjame
KBAJTHM(HKOBAHOT €JIEKTPOHCKOT CEPTH(PHUKTa KOPUCHHUKA Y 3aBUCHOCTH JIa JIM j& 3aXTEB MOTIYH U
UCIIPaBaH.

Ceptudukannono tero MO u BC mnotBphyje unm onbuja eIEKTPOHCKM 3aXTEB 3a H3/1aBambe
KBTM()UKOBAHOT EJICKTPOHCKOT cepTU(HKaTa y 3aBUCHOCTH OJI TOTa J1a JIM je 3aXTCB MOTHYH U
UCTIpaBaH.

Hakon mnoTtBphuBama 3axTeBa 3a wH3JaBambe KBAIU(PHUKOBAHOT EIEKTPOHCKOT cepTudukara
npocrnelyje ce 3axTeB Ha 00pasy.

4.2.3. [loTpeOHO Bpeme 3a poIecupame arinKalje KOpICHUKA

Ceprudukanuono teao MO u BC mopa 1a u3BpIu cBe ayTeHTUKAIIMOHE aKTUBHOCTHU U MPOLIECUpPa
3aXTeB 32 U3J/laBab-€ KBAJTM(UKOBAHOT EIEKTPOHCKOT cepTru(dukaTa y OKBUpY Hajkpaher BpeMeHCKOT
nepuoJia of 1o0ujama BaIUIHOT 3aXTeBa.

4.3. N3naBame KBAJIM(PUKOBAHUX €JEKTPOHCKHUX cepTHHUKATA

4.3.1. AxktuBHoctu Ceprudukarmonr tena MO u BC Tokom mporieca nznaBama KBATU(PHUKOBAHOT
€JIEKTPOHCKOT cepTH(HKaTa

HakoH nocraBe BalMIHOT €JIEKTPOHCKOT 3aXTe€Ba KOPUCHUKA 3a M3/aBambeM KBaJM(UKOBAHOT
esnekTpoHcKor ceptudukara, Ceprudukannono teno MO u BC cmpoBonu mporec u3gaBama
KBaJIM()UKOBAHOT €JIEKTPOHCKOT cepTU(HKATa KOJU C€ cacToju oJl cieehux akTHBHOCTH:
— Ilpouenypa Bepudukanuje eIeKTPOHCKOr MOTIHCA HA JOCTaB/LEHOM 3aXTEBY 3a M3/1aBambe
ceptudukara,

— T'enepucame u uyBame acuMeTpuuHOr mapa kibydeBa Ha SSCD ypehajy (emekrpoHcka
KapTUlla) U  KBAJIM(HUKOBAHOT  ENIEKTPOHCKOr  cepTU(dukara 3a  BepuuKanujy
KBaJIM(UKOBAHOT €JIEKTPOHCKOI moTnuca U wmuxoB ymuc y eWJ| Toxom mnponeca
€JIEKTPOHCKE TePCOHANIN3ALIH]€.
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Ja 6u kBaiM(UKOBAHM EJIEKTPOHCKU CepTH(HKAT OMO M3AAaT HEONMXOAHO je Aa OyAy HCIYyHECHU
cnenehu yciosu:
— KopucHuk koju je mTOAHEO 3axTeB 3a U3JaBalkbe KBATHM(PHKOBAHOT EJIEKTPOHCKOT
ceptudurKaTa MO3UTUBHO j& NIACHTH(UKOBAH U HETOB UIACHTUTET j& TOTBpheH.

— Tlomanu xoju Cy HaBeeHU Yy PUjaBH Cy UCTUHHTH.

— KopucHuk He mocenyje BaiuaaH KBaTM()PUKOBAHHM EIEKTPOHCKU cepTH(dUKAT 3a KOjU ce
MIPHjaBHO.

4.3.2. OGaBemreme kopucHuKa o1 crpaHe CA 0 u31aToM KBATM(PHUKOBAHOM €JIEKTPOHCKOM
cepTUudHKaTy

KBanudukoBanu enekTpoHcku cepTudukar ynucas je Ha eM/] kopuchuka koju CepTuukanoHo
teno MO u BC nocrasspa perucrpanuonom teny MO u BC.

Peructpammono Teno gocraBiba eWJ] kKopHCHHMKY, a TUME ¥ KBAJU()UKOBAHH CIICKTHCKH
cepTuduKar.

4.4, llpuxBaTtame KBAJIN(PUKOBAHOT eJIEKTPOHCKOT cepTuduKaTa ceprudukara
4.4.1. CipoBoheme mpolieca mpuxBaTama KBATH(PHUKOBAHOT eIEKTPOHCKOT cepTudukara

Wznatu kBanudukoBaHu eneKTpoHcku ceptudukar on crpane Ceprudukanuonor tena MO u BC
ce cMarpa npuxBahieHHMM 0J] CTpaHe KOPUCHHUKA CAMUM YMHOM Tipey3umama e/l (cmapt kapruiie).

Nuunmpame reHeprcama KBaTU(UKOBAHOT €IEKTPOHCKOT cepTuduUKaTa jeé MOTBphHEHO O CTpaHe
aaMuHHCTpaTopa peructpamumonHor tena MO u BC, a camo reHepucame KBalU(UKOBAHOT
€JIEKTPOHCKOT cepTu(dukaTa je moTBpheno oxa crpane oneparepa Ceprudukanronor tena MO u BC
y MOCTYIIKY €JIEKTPOHCKE TepCOHANN3alIIN]e.

buno koja mnpumenba Ha u3IATH KBAJU(PHUKOBAHU EJEKTPOHCKH cepTHUHUKaTa Mopa OHUTH
eKCIUTUIIMTHO J0cTaBibeHa peructparuonom tenxy MO u BC. Perucrpammono teno MO u BC je y
obase3u na m3Bectn Ceprudukanuono teno MO u BC o npumendama Ha u3gatu KBaIM(UKOBaAHU
€JIEKTPOHCKHU CepTU(UKAT.

[TotBpra o ondujamy mpey3umama eWJ] 30or HerauHux mogaraka y KBAIM(PUKOBAHOM
EIEKTPOHCKOM cepTH(HUKATy MOpa Takol)e OMTH JOCTaBJheHA HA MPETXOTHO OMKMCAH HAYHH.

4.4.2. O6jaBpHBamke KBaIHM(PHUKOBAHOT €EKTPOHCKOT cepTuukara of crpaHe CepTUhHUKAIIMOHOT
tena MO u BC

Ceprudukanuono teno MO u BC jaBHO He 006jaBibyje KBaIH(PHUKOBaHE €IEKTPOHCKE cepTudukare
KOPUCHHKA.

4.4.3. ObaBemITeme APYyrux EHTUTETa O U3/1aTOM CepTH(UKATY

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.
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4.5. Kopumheme KBaIn(puKOBAHOT eJIEKTPOHCKOI CepTHHHUKATA M ACHMETPHYHOI Napa
K/by4ya

VY 0BOM MOrNaBby ce Ae()UHUILY OATOBOPHOCTU KOje C€ OJHOCE Ha KOpHIINEeHme acCMMETPUYHOT
napa KJjby4deBa 1 KBATH()PHUKOBAHOT eIEKTPOHCKOT cepTH(HUKaTa.

4.5.1. Kopunrheme npuBaTHOT KJby4da U KBAIM(PUKOBAHOT €JIEKTPOHCKOT cepTH(HUKATA O] CTPaHE
KOPHCHHKA

KopucHuk ce obaBe3yje na he KOPUCTHTH MpPHUBATHU KJbYY W H3TEHEPUCAHU KBAIM(UKOBAHU
enekTpoHcku ceprudurar on crpane Ceprudukanuonor tena MO u BC camo y mpeasuljeHum
armkanujama koje o6ezbenu u omoopu Hocuian PKI undpactpykrype y MO u BC, kao u y
CKJIaay ca Je(MHUCAHUM HAaYMHOM KOpHIIhema KJbyda Yy caMOM KBAIM(UKOBAHOM €JIEKTPOHCKOM
ceprudukaty (Key Usage u Enhanced Key Usage ekcrensuje).

KopucHuk Mo’ke KOpUCTMTH CBOj IpPHUBAaTHM KJbyd CaMO HAKOH IIpUXBaTama oJronapajyher
KBaJIM()UKOBAHOT €JIEKTPOHCKOT cepTU(]UKATA.

Takole, KOpUCHUK MOpa MPECTAaTH J1a KOPUCTU CBOj NMPUBATHH KJbYY HAKOH MCTHIAA IEPHOAA
BAJIMTHOCTH WJIM OMO3MBa U3AATOr KBAIM(PUKOBAHOT €JIEKTPOHCKOI cepTU(UKaTa.

4.5.2. Kopumihemwe jaBHOT KJby4a U KBAIM(DUKOBAHOT €JIEKTPOHCKOT CepTH(HUKATA O] CTpaHE
Tpehux crpana

Tpeha cTtpana je o0aBe3Ha ja NPUXBATH KBAJU(HUKOBAHU EJIEKTPOHCKH cepTU(UKAT u3gaT on
Ceptudukannonor tena MO u BC camo y oHMM ariukainyjama koje cy aeduHucase u oJo0peHe
on crpane Hocuoua PKI undpactpykrype y MO u BC, xao u ca npeasulleHUM HaumHOM
Kopuihema KBAIH(PUKOBAHOT €JIEKTPOHCKOT cepTHU(UKaTa 1e(PUHUCAHUM Yy CAMOM CEPTH(PUKATY.

Tpeha crpana je o0aBe3Ha J1a MPONMCHO U YCHEIIHO NpUMEmYje Olepalujy jaBHOr KJbyda KOjU
eKCTpaxyje U3 U3J1aTor KBaIM(PHUKOBAHOT €IEKTPOHCKOT cepTU(HKaTa U OATOBOPHA j€ Ja CIIPOBOAU
MIPOBEPY CTaTyca OMO3BAaHOCTH JAaTOT KBATU(DPUKOBAHOT €JIEKTPOHCKOT cepTUduKara Kopulrhemem
metona koju je aedunucan y CP u CPS noxymentuma Ceprudukanuonor reaa MO u BC.

4.6. O0HaB/bakbe KBATH(PUKOBAHOT €JIEKTPOHCKOI cepTH(uKaTa

4.6.1. YcoBu 3a 0OHaBJbamke KBATM(UKOBAHOT EIEKTPOHCKOT CepTH(HUKATA

OBo mnornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BUX CPS.

4.6.2. Ko Mmoxe 3axTeBaTu 0OHaBIbake KBATH(PHUKOBAHOT €JIEKTPOHCKOT cepTU(UKaTa

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

4.6.3. [Iporecupame 3axTeBa 32 00HABJhAKHEM KBATH(PHKOBAHOT €JIEKTPOHCKOT cepTu(dukara

OBo mnornasJbe HHUje MPUMEHIBUBO y OKBUPY oBuX CPS.
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4.6.4. OGaBemITehe KOPUCHHKA J1a MY j€ U31aT OOHOBJLEHU KBATH(PUKOBAHU €ICKTPOHCKH
ceptudukar

OBo morI1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

4.6.5. CripoBoheme mpolieca mpuxBaTama 0OHOBJBEHOT cepTH(HKATA

OBo 10TJ1aBJbE HHjE TPUMEHIBHUBO y OKBUPY 0BUX CPS.

4.6.6. O0jaBpMBamHEe 0OHOBJHEHOT KBATM(DUKOBAHOT €JIEKTPOHCKOT cepTudukara ox crpane CA

OBo morJ1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

4.6.7. ObaBemTeme Apyrux eHrureTa o ctpaHe CA 0 0OHOBH 1aTOT KBATM(UKOBAHOT
€JIEKTPOHCKOT cepTH(HKaTa

OBo morJIaBJb€ HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

4.7. Tenepucame HOBOI Mapa K/by4yeBa M KBAJIM(HKOBAHOI €JEKTPOHCKOr cepTH(UKaATa
KOPHUCHHKA

4.7.1. YcnoBu 3a reHepHcame HOBOT Hapa KJby4yeBa U KBAJTM(HUKOBAHOT €JIEKTPOHCKOT cepTHduKara

VYci10BM 3a reHepHcame HOBOT IIapa KJby4eBa KOPUCHUKA CY:
— KBanu¢ukoBaHu e1eKTPOHCKU CEPTUPHKAT JAaTOT KOPUCHHUKA j€ UCTEKA0 MU

— KBanu¢ukoBaHu eleKTpOHCKU cepTU(UKAT AATOI KOPUCHUKA j€ OMO03BaH, a KOPUCHUK UMa
OpaBO Ja HaKHAaJHO 3aTpaXu J0OMjake HOBOI' KBAJIM(PHUKOBAHOT  €JIEKTPOHCKOT
ceptudukata, nojq yciosuma aepuaucanum y CP 1 0BOM TOKyMEHTY.

4.7.2. Ko MOXe 3axXTeBaTH HOBU KBATH(PUKOBAHU €JIEKTPOHCKH CEPTU(PHUKAT Ca HOBUM jaBHUM
KJbY4eM

Csu xopucHui MO u BC koju ucnymanajy yciose u3 tauke 4.7.1.

4.7.3. Tlporiecupame 3aXxTeBa 32 HOBUM IIapOM KJbydeBa M KBATN(UKOBAHUM €IIEKTPOHCKUM
ceptuduxkaTom

VY cnydajy na je kBalu(pUKOBaHH E€JIEKTPOHCKU CEPTU(PHUKAT UCTEKA0, M YKOJIHKO C€ KEIU JOOUTH
HOBM KBaJM(UKOBAHU €JIEKTPOHCKH cepTU(HUKAT, MOpa Ce MOJAHETH 3aXTEB 3a U3/laBame HoBor el/]
KOjH je UCTHU Kao M CBAaKH HOBH 3aXTEB 3a JI00Mjame KBaTU(UKOBAHOT €EKTPOHCKOT cepTH]UKaTa.
VY ToM citydajy, yBEeK ce TeHepHIIie HOBH Map aCHMETPHYHUX KJbydeBa.

Takohe, ykonuko je kBaTM(UKOBaHU €JIEKTPOHCKH CepTU(PHKAT KOPUCHHUKA OTIO3BaH, a Pa3jor 3a

OTI03UB j€ KOMIIPOMHUTAIMja KJby4a, KOPUCHUK MOXe JTOOUTH HOBU KBaJM(UKOBAHU €JIEKTPOHCKU
cepruuKaT caMO Ha OCHOBY T'CHEPHCAHOT HOBOT Iapa AaCHUMETPUYHUX KJbydeBa M ITyTeM
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npoleaype Koja je UIACHTHYHA JOCTaBJbalby MPBOOUTHOT 3axTeBa 3a W3JaBarbe HOBOT
KBATH(UKOBAHOT €JIEKTPOHCKOT cepTudukara, oqHocHo el /1.

HakoH nocTaB/barba 3aXTeBa 3a M3/aBalbeM HOBOT KBaJM(PHUKOBAHOT €JIEKTPOHCKOI cepTuduKaTa
(eN[I), massa mporeaypa je y MOTHYHOCTH HJEHTUYHA Kao W Tpoleaypa 3a JA00Hjamke MpPBOT
KBaIM()UKOBAHOT €JIEKTPOHCKOT cepTH(dUKaTa.

4.7.4. OGaBemTemhe KOPUCHUKA Ja MY j€ U3/1aT HOBU KBaTU(UKOBAHU €ICKTPOHCKHU CEPTU(PHUKAT

OBa mpomenypa je HWACHTUYHA MTPOIEAYPH H3JaBamba MPBOT KBATH(PHUKOBAHOT EIEKTPOHCKOT
cepruduKaTa, OJHOCHO U3naBamy el/l.

4.7.5. CripoBoheme mpolieca npuxBaTamba HOBOT KBATM()UKOBAHOT €JIEKTPOHCKOT cepTudukaTa

OBa mporeaypa je WISCHTUYHA MPOLEAYPH IMPUXBATama MPBOT KBATU(UKOBAHOT EICKTPOHCKOT
cepruduKara.

4.7.6. O06jaBpMBaKE HOBOT KBATH(PKOBAHOT €JIEKTPOHCKOT CepTHU(UKATA O] CTPaHE
Ceptudukanuonor trena MO u BC

Ceprudukanuono teno MO u BC jaBHO He 00jaBibyje KBaIH(PHUKOBAaHE EIEKTPOHCKE cepTudukare
KOPHCHHKA.

4.7.7. ObaBemTeme Apyrux eHTureTa o ctpane CA o n3naBamy HOBOT cepTU(UKATa

OBo nornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BUX CPS.

4.8. Monudukanmje KBaIu(pUKOBAHOT eJIEKTPOHCKOT cepTHHUKATA KOPUCHUKA
4.8.1. YcnoBu 3a Monu(uKaIujy KBaTu(QpHKOBAHOT €IEKTPOHCKOT cepTu(rKaTa KOPUCHHUKA

Moaudukanuja KBaau(pUKOBaHOT eNEKTPOHCKOT cepTU(UKaTa ce BPIIM Ha OCHOBY oJiroBapajyher
3axteBa y cienehoj curyanuju:
— KaJja je IOUUIo 10 MPOMEeHe mojaTtaka y mosby Subject Alternative Name (antepHatuBHO ume
KOPHCHHKA).

4.8.2. Ko Moxe 3axTeBaTH MOJU(HUKAIN]Y KBATH(UKOBAHOT €IEKTPOHCKOT CepTHU(HUKATA

Moudukaiujy KBalu(UKOBAHOT €JIEKTPOHCKOT cepTU(HUKAaTa MOKE 3aXTE€BAaTH KOPHCHUK
eJIEKTPOHCKOT cepTu(duKaTa win opiamheHa jJuma y okBupy perucrpamnuonor teixa MO u BC.

4.8.3. IIporecupame 3axTeBa 32 MOIUPHUKAI]OM KBATH()UKOBAHOT €IEKTPOHCKOT cepThU(UKaTa

[Tpu mpujemy 3axTeBa 3a MOAM(UKALM]y MOAATaKa KOPHUCHHUKA KBAIU(UKOBAHOT EJIEKTPOHCKOT
ceprtudukara, opnamtheno maune peructpaunoHor tena MO u BC, y3 npucycTtBo KOpHUCHHKA
KBAJM(HUKOBAHOT €NEKTPOHCKOI cepTu(uKaTa, BpIIM MOAW(DUKALK]y TOJaTaka, H3BPLICHY
MoaudUKaIKjy TOTIHCYj€ CBOJUM TMPUBATHHM KJbY4eM M JOKYMEHT ca KBaJu(UKOBAHUM
€JIEKTPOHCKUM cepTu(rkaTrom Bpaha KOPHCHUKY.
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4.8.4. O6aBemITee KOPUCHHUKA J1a MY je U3J1aT HOBH MOAN(DHUKOBAHH KBATM(UKOBAHU EJIIEKTPOHCKU
ceptudukar

Tokom cmpoBohema mpormeca MoauduKayje mMogaTaka KBaTU(UKOBAHOT — EIEKTPOHCKOT
ceptudrKaTa, KOPUCHUK KBaTH()UKOBAHOT €IEKTPOHCKOT cepTudHKaTa Mopa OMTH MPUCYTaH, TE
HUje OTPeOHO HAKHAIHO 00ABEIITABAE O U3BPILICHY OBE aKIIHje.

4.8.5. CripoBoheme mpolieca mpuxBaTama HOBOT MOJAU(PUKOBAHOT KBATH(PUKOBAHOT €IEKTPOHCKOT
ceprudukara

OBo morI1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

4.8.6. O0jaBpMBamkHE HOBOT MOAM(PUKOBAHOT KBATU(UKOBAHOT SIIEKTPOHCKOT cepTU(UKATa 0OJ1
ctpane CA

OBo morJIaBJb€ HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

4.8.7. ObaBewteme Ipyrux entuteta oA crpane CA o uzgaBamy HOBOT MOIU(PHUKOBaHOT
KBaJIM()UKOBAHOT €JIEKTPOHCKOT cepTU(UKaTa

OBo nornaesJbe HUje MPUMEHIBUBO y OKBUPY 0BuX CPS.

4.9. Ono3uB, cycneH3uja U peakTUBaINNja KBAJU(PUKOBAHOT eJIeKTPOHCKOT cepTUduKaTa
4.9.1. YcioBu 3a 0M031B KBaJTM(PHUKOBAHOT €IIEKTPOHCKOT cepTH(HUKaTa KOPUCHUKA

Hakon onrosapajyher 3axteBa, Ceprudukamumono teno MO u BC Bpum omno3uB uzgaror
KBaJIM()UKOBAHOT €JIEKTPOHCKOT cepTU(UKATa Yy ClIydajy:

— TI'ybutka, kpabhe, Moaudukaiuje, HeayTOPH30BaHOT OOjaBJbUBamba WM HEKE JApyre
KOMIIPOMHTAIIMj€ TPUBATHOT KJbyda KOPHCHUKA KBaIM(PUKOBAHOT  EIEKTPOHCKOT
cepTHdUKaTa.

— Ja je cy0jekT KBalIM(PHUKOBAHOI EJIEKTPOHCKOr cepTU(HKaTa HapyIIMO MaTepHujaiHe
obagese koje cy aepunucane CP nnmm y oBom CPS nokymenry.

— Jla m3Bpmeme oxarosapajyhux obaBe3a numa koja cy HaBeneHa y CP xacHu wim je
CIIPEYEHO yCIIe] MPUPOIHE KaTtacTpode, pauyHapCKOT WM KOMYHHKAIIMOHOT OTKa3a, Wn
ycaen ApYyror y3poka KOJU U3Ja3d BaH KOHTpOJE JaTor JMIla, M Kao pes3ynrar,
nH(popMaIrje 0 APYroM JIHUITY CY MaTEPHJATHO YTPOKEHE MM KOMIIPOMUTOBAHE.

— Jla ce necuna nmpomeHa MH(OpMaIMja Koje ce caapike y KBaTH()UKOBAHOM €JIEKTPOHCKOM
ceptuduKaTy BIacHUKA.

4.9.2. Ko MOXe 3aXTeBaTH OIMO3UB KBATH(PHUKOBAHOT €JICKTPOHCKOT CepTH(hUKATA

Ono3uB KBaJIM(UKOBAHOT E€JIEKTPOHCKOT cepTU(UKaTa JAaTOI KOPHUCHHKA MOXKE 3aXTEBaTH caM
KOPHUCHUK, oBiamhenu ciayx06eHuk perucrpanuonor tena MO u BC nnn Ceprudukanmonor tena
MO u BC. JlpyruMm peunma, 3aXT€B 3a ONO3MBOM KBaIM(PHUKOBAHOT EJIEKTPOHCKOI cepTU(UKaTa
MOXE Ja TOJHECe BJIACHUK KBaTH(PHKOBAHOT EIIEKTPOHCKOT cepTU(UKaTa, HAKOH IPOMHCHE
ayTeHTHKauuje, win oarosapajyhu ciuyx6enuk Ceprudukampmonor tena MO u BC wm
peructpanuonor tena MO u BC y3 goka3 51a je HCIyHBEeH jelaH O] YCJIOBa 3a OMO3UB cepTUduKara,
HaBenieH y 4.9.1.
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4.9.3. IIporienypa 3axTeBa 3a OMO3MBOM KBaTH(PUKOBAHOT €JIEKTPOHCKOT cepTU(HUKaTa

AKO ce Jecu HEKH O]l Tope MOMEeHyTHX joralhaja, KOPHUCHHUK Mopa IITO Tpe Ja KOHTaKTHpa
cnyxOenuka peructpaimoHor tena MO u BC y uumiby JocTaB/bama 3axTeBa 3a OIMO3UBOM
KBATM(UKOBAHOT €JIEKTPOHCKOT cepTudukara. [IoMeHyTH KOHTaKT MOXe OUTH online wim myTeMm
JPYrux KaHajia KOMyHHKaIHje.

Ceprudukanmono teno MO u BC onos3uBa kBanu(pUKOBaHM €IEKTPOHCKH cepTU(dUKaT oamax
HaKOH Bepu(]UKalMje HICHTUTETa CTPaHE KOja je 3axTeBajla OMO3UB (CIYKOCHUK PErUCTPAIlHOHOT
tenia MO u BC) u moTBpAOM J1a je 3aXTeB MOJHET y CKIAay ca mpoueaypom 3axreBaHoMm y CP uy
OBOM JIOKYMEHTY.

Bepudukanuja uaeHTuTETa MOKE OUTH M3BpIIIEHA HA OCHOBY HH(OPMAIIMOHHUX €JIEMEHAaTa KOJH Cy
caip’)kaHl 'y MJICHTHU(PUKALMOHUM TOJAalKMMa KOje je KOPUCHHUK JOCTaBHO PETHUCTPAIIMOHOM TETy
MO u BC y oxBupy npouenype 3a noaHouiewma 3axrea 3a el/l. Hakon ncnymema NOMEHYTHX
yclioBa, cinykOeHuK peructpamuonor tena MO u BC  eleKTpOHCKHM TIpeKO aruIhKaimje
PETrUCTPALIMOHOT Tella MOIHOCH 3aXTeB 3a 0N03MUB cepTudukara, norom Ceprudukanuono teno MO
u BC wusBpmaBa mnpoMnTHy aKTHBHOCT Yy IIMJbY OIO3MBA KBAIM(UKOBAHOT EJIEKTPOHCKOT
cepruduKara.

Omnepanuja ono3uBa cepTuduKara noapasymena cienehe akiuje:

1. Vmuc cepujckor 6poja KBaTH(PUKOBAHOT €IEKTPOHCKOT CepTH(PHUKATAa KOPUCHUKA Yy JIUCTY
OII03BaHMX cepTU(UKara.

2. llpomeny cTtama KBaTH(PUKOBAHOT €EKTPOHCKOT cepTu(uKaTa KOpucHUKa Ha Ono36aH.

4.9.4. Grace nepuoJ 3axTeBa 3a OM03UBOM KBaJIM(UKOBAHOT €IEKTPOHCKOT cepTH(HKaTa

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

4.9.5. Bpeme 3a koje CA Mopa /1a poriecupa 3axTeB 3a OM03UB KBAJTHM(PHKOBAHOT €JIEKTPOHCKOT
cepThdHKaTa

Ceptudukannono teno MO u BC omno3uBa KBanu(PHUKOBaHH EIEKTPOHCKU CEPTHUPHUKAT OaMax
HAaKOH HITO JI0OHje 3aXTeB 3a OM03UBOM o1 peructpanuoHor teixa MO u BC.

4.9.6. 3axTeBu 3a Tpehe cTpaHe y Be3u MpoBepe craTyca KBAIM(UKOBAHOT €JIEKTPOHCKOT
ceptuduxaTa

Tpehe ctpaHe Mopajy MPOBEPUTH CTATyC KBAIH()UKOBAHOT €JIEKTPOHCKOr cepTH(dHKaTa HA KOjU
*xene na ce ocione nmposepom Bakehe CRL (CRL — Certificate Revocation List).

Tpehe cTpane Mopajy OUTH y carjlaCHOCTH ca MOJIMTUKOM cepTUdHKaIHje, a mocedHo ca obaBe3ama
tpehux crpana myonukoBanuM y CP umu oBom CPS nokymeHTy.

4.9.7. ®peksenuyja u3nasamwa CRL nucre

Jlucta ono3anux ceptudukara Ceprudukanuonor tena MO u BC koje u3gaje kBaaupukoBaHe
EIIEKTPOHCKE cepTUdUKaTe aKypHupa ce Ha cBaka 24 caTa paJHHM JaHOM, a KaJa MOCJIE PaJHOT
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JlaHa HACTYyINajy HepaJHU JaHUu axypupa ce cieneher paanor aana. Jlucra ono3Banux ceprudukara
3a Root Ceprudukanrono tena MO u BC axypupa ce Ha 12 mecennu.

4.9.8. MakcuMmaiHo Kaimbemne y n3aaBamwy CRL nucre

OBo morJIaBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

4.9.9. PacnionoxxuBocT nporneaype online mpoeepe craryca KBaau()UKOBAHOT €IEKTPOHCKOT
cepTuduKaTa

OBo 10TJ1aBJbE HHjE IPUMEHIBUBO y OKBUPY 0BUX CPS.

4.9.10. 3axteBu online npoBepe craTyca KBaIHu(pUKOBAHOT SJICKTPOHCKOT cepTU(HUKATa

OBo morJIaBJb€ HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

4.9.11. PacrionosxuBoCT Apyrux (opMu 00jaBIbHBamka CTaTyca KBATH()UKOBAHOT EIEKTPOHCKOT
ceprudukara

OBo morJIaBJbE HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

4.9.12. CnienirijastHy 3aXTEBH Y OJJTHOCY Ha KOMIIPOMHTAIIN]Y MPUBATHOT KJbyda

OBo nornasJbe HUje MPUMEHIBUBO y OKBUPY 0BuX CPS.

4.9.13. YcnoBu 3a CycnieH3H]jy KBaTM(PHUKOBAHOT €JIEKTPOHCKOT cepTuuKaTa

KBanudukoBanu enekTpoHCKH cepTU(]UKAT ce CyCleHayje y caeaehum cuTyanujama:

Cycnensujy KBaIM(PHUKOBAHOT EJIEKTPOHCKOT cepTU(UKaTa 3axTeBa BIACHUK WU
oaroBapajyhe nune 3 Ceprudukamnuonor tena MO u BC unn perucrparnmonor tena MO u
BC.

Kopuchuk je mpekpmmno onaroeapajyha mpaBuna kopumihewma KBalHM(pUKOBAHOT
€JIEKTPOHCKOT cepTH(HKaTa.

CycrieH3ujy KBaJM(PUKOBAHOT EJIEKTPOHCKOT cepTU(UKaTa 3axTeBa HAJJIC)KHH OpraH 3a
3alITUTY TMOJaTaka WM HEKW JAPYrd BHUIIM OpraH KOJU HMa OIpaBJaHE CYMIE Ja
KBAJM(HKOBAHU EJEKTPOHCKH CEpTU(PHUKAT CaApPKU HEHCIpaBHE IMOAATKE WIM Jia ce
NpUBaTHU KJbY4Y KOJU OJroBapa jJaBHOM KJbydy M3 KBaIM(PUKOBAHOT EJIEKTPOHCKOT
cepTUdHKaTa MOXKe KOPUCTUTH Oe3 carjacHOCTH BJIACHUKA KBATU(HUKOBAHOT €JIEKTPOHCKOT
ceptuduxara.

Cycniensujy KBanu(UKOBAHOT €JIEKTPOHCKOr cepTH(dUKaTa 3axTeBa CyA, TYXWUJall WIH
MHCTUTYIMj€ KOje BpIlle KPUMHHAIHY UCTpary jJa Ou CHpedwiu Aajby WIW MOTEHIMjalIHy
3110ynOTpeoy.

VY cnyuajy ryoutka eM/l, a Ha 0oCHOBY MPUMJBEHOT 3aXxTeBa O] perucrparuonor teaa MO u
BC, Ceprudukannono teno MO u BC Bpum cycneH3unjy u3aaTtux KBadu(pUKOBaHUX
€JIGKTPOHCKUX cepTU(rKaTa. 3aXTEB y OBOM CIy4yajy 0CTaB/ba perucrpanroHo teno MO u
BC omneparep onroapajyhom eIeKTpOHCKH MOTITHUCAHOM ITOPYKOM.
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4.9.14. Ko Moe 3aXTeBaTH CYCIICH3U]Y KBAIM(PUKOBAHOT €IIEKTPOHCKOT cepTH(HUKATA

Cycnen3ujy KBATH(PUKOBAHOT €IEKTPOHCKOT cepTU(UKATa TaTOT KOPHUCHUKA MOXKE 3aXTEBAaTH CaM
KOPUCHUK, HAJIS)KHU OpraH 3a 3allITUTy T0JaTaka, OBJIAINEeHN CITy)KOCHUK PETUCTPAIIMOHOT Telia
MO u BC, Ceprudukamuono teno MO u BC, cya, Tyxwial WM HHCTUTYLHj€ KOje BpIIe
KPUMHHAIHY UCTpAary.

4.9.15. TIpouenypa 3axTeBa 3a CyCIEH3MjOM KBaTU(UKOBAHOT EJICKTPOHCKOT cepTU(UKaTa

3axTeB 3a CYCIEH3UjOM KBATH()HKOBAHOT EIEKTPOHCKOT cepTU(UKATa CEPTUDUKAIIMOHOM TETy
nocraBa omeparep peructpaimuonor tera MO wm BC mpeko amiukaiuje perucTpanuoHOT
ayTOpPHUTETa KPO3 0JIroBapajyhy eIeKTpOHCKO MOTHHCAaHy MOPYKY.

Jluma u wmHCcTHTYynHje u3 Tauke 4.9.14 mogHOoce 3axTeB 32 CYCHEH3HjOM KBAIM(UKOBAHOT
€JIGKTPOHCKOI cepTU(HKaATa 3axTeB Yy nHcaHo] ¢opmu peructpanuoHoM teny MO u BC.
Perucrpanmono teno MO u BC ycraHoB/baBa BaJMIHOCT 3axTeBa M yTBphyje HACHTUTET
IOJJHOCHOLIA 3aXTeBa. Y KOJIMKO j€ 3aXTEB BaJIMJIaH BPLIM CYCIICH3H]Y.

Omnepanuja cycreH3uje cepTuduKarTa je MISHTHYHA OIMO3MBY C THM IITO CE CTame cepThu(ukara
noctaBsba Ha CycneHoosan.

4.9.16. Orpanuueme nepuojia CycreH3uje KBamu(puKkoBaHOT eIEKTPOHCKOT cepTh(HUKaTa

Cycnens3yja KBaIM(UKOBAHOT €JIEKTPOHCKOI cepTU(dUKaTa Tpaje OHOJIMKO JAYro KOJMKO Tpajy H
yCIOBH 300T KOJUX je CyCHeH3Hja M 3axTeBaHa. Kaja OBM yCIIOBM MpecTaHy Ja BaXke, KOPHUCHHK,
OJHOCHO TIOJHOCHUJIAI] 3aXTEBa 34 OMO3MBOM KBATM()HUKOBAHOT ENEKTPOHCKOT CepTU(HUKATA, MOXKE
3axTeBaTU PEAKTUBAIM]y KBATH(HUKOBAHOT €JIEKTPOHCKOT cepTU(UKaTa.

VYV cnyuajy na je elJ] HalleH KOpPUCHHMK MOXKE 3axTeBaTH pPEAKTUBALM]Y KBAJTU(PHUKOBAHOT
€JICKTPOHCKOT cepTU(HUKaTa KOjU je OMO MPUBPEMEHO CYCIIEHIOBaH.

Ceprudukanuono teno MO u BC ny0nukyje cepujcke OpojeBe CBUX OIMO3BaHUX U CYCIIEHIOBAHUX
KBAJM(HUKOBAHUX EIEKTPOHCKUX cepTudukata y ceojoj CRL nuctu.

3a BpeMe CyclieH3Hje, UM HaKOH OIM03WBa KBAIM(PUKOBAHOT €IEKTPOHCKOT cepTH(UKATa, Mepruo
OTIEPAaTUBHOT Paja JaTor KBaTM(UKOBAHOT EIEKTPOHCKOT cepTH(HUKaTa C€ MCTOBPEMEHO cMaTpa
3aBpIIECHUM.

KBanudukoBanu eneKTpoHCKH cepTU(UKAT ce peakTuBUpa y cieaehum curtyarujama:

— AKO aKkTuBUpam€ KBAIH(PHUKOBAHOT EJNEKTPOHCKOI cepTH(UKaTa 3axTeBa BIACHUK WIH
onrosapajyhe nuue u3z Ceprudukanuonor teaa MO u BC unu peructpanuonor tena MO u
BC Ha ocHOBY uujer je 3aXxTeBa U3BpIICHA CyCIIEH3H]a.

— AKO aKTHBHpame KBaJIM(UKOBAHOI €NEKTPOHCKOT CepTH(HKaTa 3aXTeBa HaJUIEKHH OpraH
3a 3aITUTY IO/IaTaKa WM HEKW JIPYTH BHUIIW OpPraH HAa OCHOBY YHjET 3aXTEBa je M3BpIICHA
CyCIleH3Hja.

— AKO aKTHBHUpame KBATH(PUKOBAHOT €JIEKTPOHCKOT CepTU(UKATA 3aXTEBA CY/, TYKHJIAIl I
WHCTUTYIMja KOja BPIIM KPUMHUHAIHY HMCTpary Ha OCHOBY 4YHjer 3aXTeBa j& W3BpIICHA
CyCHeH3uja,

37



II0J1 YCJIIOBOM J1a C€ He HapylIaBajy npaBuia GpyHkuuonucama Ceprudukamuonor reaa MO u BC u
0e30eMHOCT cucTeMa.

Omnepanyjy akTHBHpama KBaJTU(UKOBAHOT EINEKTPOHCKOI cepTu(UKara U3 CTamba CYCHEHJOBaH
MoOXe Ja Bpmu oneparep peructpamuonor tena MO u BC wumm oxnpehena numa u3
Ceprudukanuonor teaa MO u BC. Ona noapasymesa cieache akiuje:

1. Bbpucame cepujckor Opoja KBaIM(PUKOBAHOT EJIEKTPOHCKOT cepTU(HKaTa KOPHUCHUKA W3
JIMCTE OMO3BAaHUX CepTH(HKATA.

2. Ilpomeny crama KBaIU(UKOBAHOT EJIEKTPOHCKOT cepTudukara kopucHuka y LDAP-y Ha
BanuIaH u Opucame ucror uz CRL.

4.10. CepBucH npoBepe cTaTyca cepTuuKaTa
4.10.1. OnepaTuBHE KapaKTEPUCTHKE

Jlucra omo3BaHUX CepTH(HKATa CEPTHPHUKAIMOHOT Tea Koje u3/aje KBaJu(pHKOBaHE €IEKTPOHCKE
ceprudukaTe axxypupa ce Ha cBaka 24 cara paJHUM JaHOM, a KajJa I0CJie paJHOr JaHa HacTyIajy
HEepaJHU JaHu axypupa ce ciueneher pamgnor nmana. Jlucra omosBanux ceprudurara 3a Root
Ceptudukanuono teno MO u BC axypupa ce Ha 12 mecenu.

4.10.2. PacrionoXuBoCT cepBUca

CepBuc 3a CyCIICH3HWjy WJIHA OIO3WB PACoNiokuB je 24 cara 365 mana. PemosuTopujym, OCHOCHO
Jokaiuja Ha kojoj ce Hana3u CRL pacnonoxwuBa je 24 cata 365 gana.

4.10.3. Onuuona obenexja

OBo moTJIaBJb€ HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

4.11. llpecranak kopumhema KATHPUKOBAHOT eJIeKTPOHCKOI cepTU(PUKATA

Haxon mpectanka xopuiihema KBalIH()UKOBAHOT €IEKTPOHCKOr cepTH(UKaTa M3/1aTOr O] CTpaHe
Ceptudukanuonor tenra MO u BC, natu xBanupukoBaHU €IEKTPOHCKH cepTU(HUKAT Mopa OUTH
OIIO3BaH.

[Tpectanak kopumhema KBaTU(PUKOBAHOT €IEKTPOHCKOT cepTudukara Moxe OuTH u3 cieaehux
paziora:
—  YKOJMKO KOPHCHUK HHUj€ KOPUCTHO KBAJU(PHUKOBAHU EIEKTPOHCKU CEpPTU(UKAT y CKIAay ca
npaBuwinma aedpuaucanum y CP u CPS.
— IlIpecranak pagHor oiHOCa IO OUII0 KOM OCHOBY.
— y ciayyajy TyOMTKa mpaBa Koja NMPOUCTHYY U3 TOJOXaja W pagHOr MecTa (CycCIeH3Hja,
JTVICIIATUTMHCKHY TIOCTYTAK, CYICKH TOCTYTIAK, ...).
— VY ciyyajy cMpTH KOPUCHHMKA KBAJM(UKOBAHOT €JIEKTPOHCKOT cepTHduKara.
— Ceprudukamuono teno MO u BC je npectaino ca npyxameM yciyra cepTudukaruje.
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4.12. Yypame M PeKOHCTPYKIMja IPUBATHOT K/bYy4a KOPHCHUKA
4.12.1. [lonuTHKa ¥ TIpaKca 4YyBama U peKOHCTPYKIIH]€ PUBATHOT KJby4a

[TpuBaTHM KJbYY KOPHCHHMKA KOJUM C€ BPIIM KBAJU(UKOBAHU ENEKTPOHCKH MOTIHC Ce HUTJEC HE
YyyBa M3y3€B HAa CMApT KapTHLM KopucHuka (el1/]]).

PexoHCTpyKIIMja MpUBATHOT KJby4a HUj€ MPUMEHIbHBA Y OKBUPY oBHX CPS.

4.12.2. Enkarcynanuja CeCHjCKOr KJby4a M TOJIMTHKA M TPaKca 32 PEKOHCTPYKIIH]Y

OBo morJ1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.
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5. YnpaBHe, onepaTuBHe U (puznuke 6e30eTHOCHE KOHTPOJIE

OBoO morjIaBJbe ONMHUCYje CBE OHE 0e30eTHOCHE KOHTPOJIE KOje HE CMajajy AMPEKTHO Y TEXHUUKE
KOHTpOJIE, a Koje ce kopucte oa crpane Ceprudukanuonor tena MO u BC kao moapiika y 1uspy
peanm3anuje  (GyHKIMja TEHEpUcama KJbyueBa, ayTEHTUKaIMje cyOjekara, H3/aBama
KBUTM(UKOBAHOT  €NEKTPOHCKOT  cepTU(UKATa, OMO3MBa KBaTU(UKOBAHOT  EIEKTPOHCKOT
ceprudukara, audit-a ¥ apXuBUpama.

OBe He-TexHMYKE Oe30€JHOCHE KOHTpOJE Cy KPHUTHYHE 3a I[OBEPEHE Y KBATU(HUKOBAHE
enekTpoHcke ceprudukare wu3gare on crpaHe Ceprudukanmonor tena MO u BC momro
HeJocTaTak 0e30eHOCTH MOXKe KOMIIPOMUTOBATH onepatuBHU pan Ceprudukannonor tena MO u
BC pesynryjyhu Ha npumep y Kpeupamy KBanu(pUKOBaHUX eNeKTpoHCKHX cepTtudukara u CRL ca
HOTpEeIIHUM HH(pOpMaIjaMa MWIM KOMIPOMHTAIMjOM NPHBATHOT Kby4ya CepTuduKanuoHor Tena
MO u BC.

5.1. ®usnuke 6e30eIHOCHE KOHTPOJIE

Ceprudukanuono teno MO u BC umiuiementupa onrosapajyhe mexanusme (pu3nyke KOHTPOJIE Yy
CBOjJUM IIpOCTOpHjama.

5.1.1. Jlokanuja u KOHCTPYKIIHja cajTa

Ceprudukanuonor teno MO u BC ce nHanasu y npocropujama LieHTpa 3a IpuMemeHy MaTeMaTHKY
U eNIeKTPOHUKY Y beorpany.

be3benne mpocropuje Ceprudukarumonor tena MO u BC cy nouupane y npocTopy Koju oAronapa
noTpebaMa W3BpIICHa ornepairja Bucoke Oe30eaHoctu. [locToje o3HaueHe 30HE ca (HUBUUKOM
KOHTPOJIOM MIPUCTYTIA U 3aKJby4yaHe KaHIleNapHje ca oAroBapajyhum kacama.

5.1.2. ®u3nyku NpucTyn

[Tpuctyn mpoctopujama Ceprucukanmnonor tera MO u BC je omoryhen camo oBiamheHoM
0c00JbY.

Ou3MYKK TMPHUCTYN je OrpaHHYCH HMIUIEMEHTAlUjoM OJroBapajyhux wMexaHuzama KOHTpOJIE
IpUCTYyNa U3 JeJHe Y APYry 30HY 0e30eHOCTH, Kao U Y 30Hy BUCOKE 0€30€IHOCTH. Y TOM CMHCITY,
oneparyje cepudukamuonor tena MO u BC cy nonupane y okBupy 6e30enHe pauyHapcke cobe
(dapanejeB kaBe3), Koja je MoapKkaHa PU3MUKUM HAATIICTAHEM.

5.1.3. EnexTpruHO Hamajame U KIIMMaTH3aluja

Csa ompema Cepruduxamnmonor tena MO u BC je mpukibyueHa Ha jeAWHHIIE 32 HEMPEKUHO
Harajame.

Temneparypa ® BI@OXHOCT Ba3gyXxa ce Yy TIpOCTOpHjaMa OJpXKaBa y OKBHPY YHaIpen
cneundumpanor oncera nomohy kianuma ypehaja.

Hanajame ce n3BpIasa ca peyHIaHCOM BUCOKOT HUBOA.
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5.1.4. N3noxeHoCT norjiaBaMa U BpeMEHCKUM HEeTorojiama

Yuyrap npocropuja Ceprudukanuonor teaa MO u BC Hema BOI0BOJHUX HHCTAJIAIIN]A.

ITpocropuje Ceprudukanuonor teaa MO u BC cy 3amtuhene on momiaga.

5.1.5. [IpeBeHnuja u 3amTUTa O] IOKapa

[TpeBeHnMja 1 3aMITUTA O] ITOXKApa Cy UMIUIEMEHTHUPAHE.

[Mpocropuje Ceprudukammonor Ttenma MO u B cy onpem/beHe HETEKTOpUMAa JUMa H
MPOTUBIIOKAPHUM arapTUMa.

5.1.6. Menujymu 3a uyBame nojaTaka

Menujymu ce dyBajy Ha 0e30eman HaunH. Backup Menujymu ce dyBajy Ha OJ[BOjEHO] JIOKAIIHUjU KOja
je ¢usnuku 06e36ehena.

5.1.7. Ognarame cmeha

N3Homewe cMeha ce KOHTPOJHUIIIE.

[TanmpHU OTHAN ce MPOIyIITa KPO3 MAILIMHE 33 CEYCHE MAaUPHOT OoTnana. ElekTpoHcKkn Meanjymu
ce Tpe ojuiarama pU3NYKN/MEXaHHUYKH YHHUIITABA]Y.

5.1.8. Omarame pe3epBHHUX KOMHja

OBo moTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

5.2. IIpouenypaJjine KOHTPOJIe

Ceprudukanmono teno MO u BC uHMIMpa KaJpoBCKy M YIpaBHY Hpakcy Koja o0e3bdehyje
pa3yMHy CHUTYPHOCT Y IIOBEpJbMBOCT M KOMIETEHLIM]Y 3aloCiIeHMX, Kao M 3aJ0BoJbaBajyhe
neppopMaHce y Be3W ca HHXOBUM AYKHOCTHMAa y JIOMEHY TEXHOJOTHja KOje ce OJHOCe Ha
enextporcku nornuc u PKI cucreme.

Caaku 3anocnenu y Cepruduxanronom tenxy MO u BC nornucyje uzjaBy na he ce mpuapkaBatu
IpaBHE PEryjlaTuBe y BE3M 3aIUTHUTE M0J1aTaka, kKao 1 j1a he 3aJ0BOJBUTH CBE MTOCTAaBJbEHE 3aXTEBE Y
Be3U ca nosepJbuBouihy.

5.2.1. [ToBepsbuBe yiore

Csu 3amocneHu koju obaBiba mocinoBe y Ceprudukamumonom tery MO u BC, a usBpmaBajy
omiepairje TIOBE3aHE ca YIpaBJbarbeM KJbyudeBHMa, Kao W OWJIO Koje JApyre ornepaiuje Koje
MaTepujaTHO YTHUYY Ha TaKBe OIepaluje, CMaTpajy ce AY)KHOCTUMa Ha MOBEPJHUBUM MO3UIMjaMa.
[TosepspuBe ymore/nyxkuoctu y Ceprudukannonom texy MO u BC, uzmely ocranux, cy:

— ApamuaucTpatop 6e30eqH0CTH,

— Cucrem aIMUHUCTPATOPH U
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— Onmneparepu

LIIME y xoMme ce Halla3u OpraHU3alMOHA jeAWHMIIA Koja pamu mocioBe CepTU(UKANMOHOT Tena
MO u BC unuimpa npeko HaJie)KHUX opraHa 0e30eJ0HOCHY MPOBEPY CBHX 3aMOCICHUX KOjH CY
KaHAAaTyu 3a HOBCPJHbUBC YJIOTC Y IMJbY CTUllAhAa YBUAA Y IbUXOBY INOBCPJEHUBOCT.

5.2.2. Bpoj ocoba koje ce 3aXTeBajy Mo CBAaKOM 3aJ1aTKy

3a mojeauHE 3a/JaTKe MOXKE Ce 3aXTeBaTH Ja Oyay HM3BpIIaBaHU O]l CTpaHE BHIINE OJ jeAHOT
3ar0CJIECHOT.

5.2.3. Unentudukanuja u ayreHTUKAIM]a 332 CBAKY YJIOTY

Ceaka ymora/myxHoct naeduHuiie oxaroBapajyhe 3axteBe y moriaeny uACHTUGHKALMjE U
ayTEeHTHKAIN]je KOPUCHHKA.

5.2.4. Yrore xoje 3aXT€Bajy pa3/iBajame TyKHOCTH

V okBupy Ceprudukamponor tena MO u BC nedpunucano je koje ymore/qTy)XHOCTH MOTY OHTH
KOMOWHOBAHE 0] CTpaHe jeTHOT 3all0CIICHOT, a KOje TO HE CMEjy.

Tamo Thoe ce 3axTeBa BHUIIECTPyKa KOHTPOJA MPHUMEHYje C€ Mpoleaypa TrAe je MmoTpedHo naa
HajMamke M o7 N moBepsbuBHUX 3amnocieHux y Ceprudukannonom teny MO u BC uckaxy cBoja
noJjieJheHa 3Hama y MIUJby oMoryhaBama U3BpIIema 0€30€THOCHO OCETJHHBUX Olepaliyja.

5.3. KagpoBcke 0e30e1HOCHE KOHTPOJIe
5.3.1. Kpanuduxkanuja u HICKyCTBO

On HamNe)XHUX OpraHa 3axTeBa CE€ W3BPIICHE HEONMXOJHHWX AKTUBHOCTH Y ILUJbY NpOBEpe
o6uorpaduje, kBanuuKalMja, Ka0 U HEONXOJHOI HCKYCTBAa y LMJbY pealn3aluje y OKBUPY
KOHTEKCTa KoMIeTeHIrje cnenuduunor nocia. Takse mposepe Ouorpaduje TUIIHYHO YKIbYUY]Y:

— IlIpoBepy aa 1 je nuie NpaBOCHaXKHO OCcyhuBaHO.

— Ilorpemne mpe3enTanuje nHGpoOpMaIja Ojf CTpaHe KaHAUIaTa.

— Ognroapajyhe pedepeniie.

3a pan y Cepruduxammonom tenxy MO u BC cy HeonmxogHu CTpydmald KOJU CY TEXHOJIONIKA U
npodeCHOHATHO KOMIIETEHTHH M KOjU MMajy MOTpeOHa 3Hama U3 Kpunrorpaduje, eIeKTPOHCKOT
norruca, PKI cucrema, cmapt kaptuna, HSM-oBa, ut..

5.3.2. TIponienypa nipoBepe Ouorpaduje

[Ipeko HaaneXHOT oOpraHa 3axTeBa Ce pealu3alyja ojarorapajyhe mpoBepe eBEHTyalTHHX
3aMoceHnX Ha 0a3W CTaTyCHUX HM3BEIITaja KOjU Cy M3JATH O]l CTPaHe KOMIIETeHTHUX ayTOPHTETa,
u3jaBa Tpehux cTpaHa MM U3jaBa CaMHX IMOTEHIIMjATHUX 3aI1OCICHHX.
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5.3.3. 3axTeBu 3a o0y4yeHohy

CnpoBoau ce u 06e36ehyje 00yky 3a Juia Koja paje mocioBe cepTU(UKAIIMOHOT Tella, a Y [UJbY
peanuzanuje GyHkiuja nocaoama Ceprudukanuonor tena MO u BC.

5.3.4. ®pekBeHIMja U 3aXTEBH 32 IOHOBHY O0YKY

[leproandnHo axypupame 0OyKe ce BPILIM y IUJbY YCHOCTaBE KOHTUHYHTETa U aKypHOCTH 3Hama
3aroCiIeHNX, Kao M 0AroBapajyhux mpoueaypa.

5.3.5. ®pekBeHIMja U CEKBEHIIA POTAIIH]j€ OCIOBA

OBo nornasJbe HUje MPUMEHIBUBO y OKBUPY 0BuX CPS.

5.3.6. Kaznene mepe 3a HeoBnaniheme akTHBHOCTH

[Toctoje onromapajyhe mepe Koje ce CHpOBOJIE NpeMa JMIMMA Koja 00aBJbajy IIOCIOBE Y
CeprudukanmoHom Teiy: 3a HeoBianheHe akKTHMBHOCTH, HeoBanheHO Kopuiiheme ayTopuTeTa,
Kao U HeonamntheHo kopuniheme cUCTeMa y ITUJbY CripoBol)emha CaHKIMja 3a oipel)eHO HEIOCIIOBHO
Y PU3UYHO MOHAIIAKE, KOje MOKE OUTH Pa3IMYUTO Y 3aBUCHOCTH OJ1 PA3JIUYUTHUX OKOJHOCTH.

5.3.7. JlokymeHTa1nMja Koja ce 10CTaBjba 3aloCIeHIMA

3anocneHrMa je TOCTYITHOM CBa JOKyMEHTaIu]y Koja ce ogqHocu Ha Cepruduxanuono teino MO u
BC, a 3a norpeGe nnuimjanHe ooyke, 1000yKe W 3a Ipyre CBpXe.

5.4. Ipouenype 6e30eqHOCHNX MpoBepa Joroa auditing

Ceptudukannono teno MO u BC uma cucrem 3a joroBame forahaja m cucrem 3a mnpaheme
norahaja. OBU cHCTeMH Cy UMIUIEMEHTUPAHU 3a CBPXY OJip)kaBama 0e30€HOr OKpyXemwa. Y TOM
cmuciy, Ceptudpukannono teno MO um BC ummnemeHTHpa KOHTpOJIE HABEJACHE y HapeIHOM
TEKCTY.

5.4.1. TunoBu 3a0enexeHux porahaja

Ceptudukannono teno MO u BC 3anucyje porahaje xoju ykjbydyjy, ald HUCY OTpaHMYEHU HaA
olepalivje Be3aHe 3a KHBOTHH IIHKIYC CepTH(HKATa, MOKYIIaje IPUCTya CUCTEMY, Ka0 U 3aXTEBe
JIOCTaBJbEHE CHCTEMY.

5.4.2. ®pexBeHIHja MPOIECHparkba JOroBa

Ceprudukanuonor tena MO u BC gyBa aynut noroBe (IHEBHHYKE 3alice) y peallHOM BPEMEHY,
KOJU Ce KacHHje Mpoliecupajy U apXuBUpajy Ha CEIMUYHOM HUBOY.
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5.4.3. Ilepuon uyBama ayuT JIOTrOBa

Ceprudukanuono teno MO u BC mpornecupa u apxuBHpa ayJIuT JIOTOBE Ha CEIMUYHOM HHUBOY,
KOjU Ce TpajHO YyBajy.

5.4.4. 3amTuta ayauT JIoroBa

AYI[I/IT JIOrOBH C€ MOI'y BUACTH CaMO O] CTpaH€ ayTOPpHU30BaHOI' oco0Jba.

5.4.5. IIponenype backup-a ayaut morosa

Ceprudukanuono teno MO u BC ummiementupa npoueaype backup-a ayaut iorosa.

5.4.6. Cucrem cakymubama ayamT JOroBa

Ceprudukanuonor teno MO u BC cakyniba 1 yyBa ayJJuT JIOTOBE y PEATHOM BPEMEHY.

5.4.7. O6aBewTeme cy0jeKTa Koju je Mpoy3poKoBao jorahaj

VY caydajy amapMa WM WHIOUACHTHOT norahaja, oOaBemiTaBa ce agMUHHCTpATOp Oe30¢IHOCTH
Ceptudukanuonor tena MO u BC.

Cy0jekar koju je mpoy3pokoBao onpeheHn aynut norahaj ce He obOaBemTaBa 0 caMoj AyAWUT
AKTUBHOCTH.
5.4.8. Oniena pamUBOCTH CHCTEMA

Ceprudukanuono teno MO u BC peanusyje ¢ BpeMeHa Ha BpeMe, a HajMame JeTHOM TOJUIIHE
IIPOLIEHY PambUBOCTU CUCTEMA.

5.5. ApxuBupame 3anuca/Jioropa

Omnmire monuTuke yyBama 3anuca Cepruduxarponor tena MO u BC ykipyuyjy oapende HaBeneHe
y HAaCTaBKY TEKCTa.

5.5.1. TunoBu apxuBHUpaHUX 3aIKca

Ceprudukanuono teno MO u BC Ha 0e30eiaH HA4uMH YyBa 3alKce O U3IATHM KBAJTU(UKOBAHUM
CJIEKTPOHCKUM cepThudukaThma, auditing mogaruma, nabopmanmje o aruidKaldjama 3a U3aBame
cepTUdUKaTa, Kao U JOKyMEHTAIIM]y O CAMUM arlIdKalfjama 3a u3iaBame cepTU(HUKaTa.

5.5.2. [lepuon uyBama apxuBe

Ceprudukanuonor tenra MO u BC uyBa Ha 6e30e1aH HAUMH TTOMEHYTE 3amuce 0 KBATU(HUKOBAHIUM
EIEKTPOHCKUM cepTH(HUKATUMA 32 TIEPUOJ KOjH je Ha3HaueH y 3aKOHY O €JICKTPOHCKOM IMOTIHCY U
oarosapajyhemM moa3akoHCKOM aKTy.
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5.5.3. 3amtura apxuse

Yci10BY 3a 3aITUTY apXUBE YKIbYUY]Y:
— 3amuce Koje caMO CHCTEM ayIuTopH (3ar0cIeHu KojuMa Ccy MpUIPYKEHE AY)KHOCTH YyBarba
nojiataka) MOT'y Jia BUJIC U apXUBHPA]y.

— 3amTUTy y OMHOCY Ha MOIU(DUKAIIM]Y apXUBE, Kao IITO je YyBame MojaTaka Ha MEIUjyMy
Ha KOTa e MOXKE YIHUCATH CaMO jEeIHOM.

— 3amTUTy y OJIHOCY Ha OpHcame apXUBe.

— 3amTuTy y OJHOCY Ha KBapemhe KapaKTepHCTUKa MEANjyMa BpEMEHOM Ha KOjuMa Ce apXuBa
YyBa, Kao Ha MPUMEp pealn3alyja 3axTeBa Ja ce NoJaly NepHOANYHO MUTPHPAjy Ha CBEXe
Menujyme.

5.5.4. Ipornemypa backup-a apxuse

Cepruduxanuono teao MO u BC cnipoBoau oarosapajyhy nporeaypy backup-a apxuge.

Ceprudukanuono teno MO u BC peanu3syje 3axTeBe 3a NpoLeypoM UyBama OapeM JBe 0JIBOjeHE
KOTIHj€ apXUBE KOje€ CY IO KOHTPOJIOM J[BE pa3IMIuTe 0cobe.

5.5.5. 3axTeBu 3a timestamping 3amuca

OBo nornaesJbe HUje MPUMEHIBUBO y OKBUPY 0BuX CPS.

5.5.6. CucreMm cakymbama 3amuca

Ceprudukarmono teio MO u BC cipoBoau oaroBapajyhu cucTeM cakyibarba 3amnuca/JioroBa Koju
Ce apXuBUPA]Y.

5.5.7. IIpouenype 3a nobujame U Bepuukanujy napopmanmja u3 apxuse

VYV oxBupy Ceptudukamuonor tena MO u BC, nedunucane cy mpouenype y 1ujby ao0Oujama u
Bepu(duUKalje apXUBCKUX UH(OpMaIHja.

VY musby nobujama u Bepudukanuje apxuBckux nHpopmanuja, Ceprudukanmono teno MO u BC u
peructpannono Teno MO u BC onpikaBa 3ammce 1MoJ; jaCHOM XHjepapXHjCKOM KOHTPOJIOM U ca
jacauM ommcoMm mnocna. Ceprudukamumono tena MO u BC uyBa 3ammce y eneKTPOHCKO] WM
nanupHoj popMu.

Ceptudukannono teno MO u BC moske 3axTeBaTu 0]l WIM KOPHUCHUKA Ja J0CTaBe ojropapajyha
JOKYMEHTa y LUUJbY HOJpIIKE OBOT 3axTeBa. OBM 3amMcHl MOTy OMTH YyBaHHM y €JIEKTPOHCKO],
nanupHoj Uy Omio kojoj apyroj ¢opmu 3a kojy Ceprudukammono teno MO u BC cmarpa
onrosapajyhom.

Ceprudukanuono teno MO u BC Moke 1a ©13MEHM HAauMH YyBama 3aIlkca ako je TO €BEHTYAHO
noTpeOHO aa Oyzne y carjlaCHOCTH ca OJroBapajyhoM akpeauTaifjoM W CYNEePBH30PHOM IIEMOM
Kojy cmpoBoau Hamnexxnu opran 3a akpenutanujy y cynepBusujy PKI cuctrema y PemyOmmum
Cp6uju.
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5.6. U3MeHa K/byueBa

VY ciyyajy ucTeKa MM OMO3HMBA E€JIEKTPOHCKOT cepTU(UKaTa CepTH(PHUKAIMOHOT Tela y CKIAay ca
ycioBuMa JaeduHUCaHUM Y 0BOM JTokyMeHTy Ceptudukanuono teno MO u BC Bpiu renepucame
HOBOT Tapa KJby4yeBa U eJIeKTpoHCKOT cepTudukara Cepurndukanuonor teaa MO u BC

Cepuduxannono teno MO u BC omoryhyje muctpubynpame CBOT €IE€KTPOHCKOT CepTHU(HKATa
CBMM KODHCHHUIIMMAa ¥ 3aHTEPECOBAaHMM CTpaHama, Kao W y CIy4ajy IpPBOI T'€HEPHUCAHOT
€JIEKTPOHCKOT CepTH(HKaTa.

V ciydajy ucTeka WM Ono3uBa KBaTH(PUKOBAHOT eNEKTPOHCKOT CepTHU(HUKATa KOPHCHUKA BPIIIU C€
TeHepUCamke HOBOT Mapa KJbydeBa M KBAJU(HUKOBAHOI EJIEKTPOHCKOT cepTU(UKATa U HEroBa
IuCcTprOylja KOPUCHUKY KAa0 W y CIIydajy MPBOT T€HEPUCAHOT KBAIM(UKOBAHOT EIEKTPOHCKOT
cepTUdHKaTa y CKIaay ca IpoLeypoM OIUCcCaHOM 3axTeBaHOM Y CP 1 y OBOM TOKYMEHTY y OBOM .

5.7. KomnpomuTanuja u onopaBak y ciiyuajy karactpode
5.7.1. IIponemype 3a MOCTyName y MHIMISHTHAM H KOMIPOMHTYjyYhUM cuTyammjama

VY IloceObnum mpaBunuma pana, Ceptudukanuono teno MO u BC nokymentyje mpouenype Koje
Tpeba W3BPIIMTH TPU pellaBamy HHIMACHATa, KA0 W H3BEIITAaBakha y BE3U Ca E€BEHTYAJIHOM
KoMIpoMuTaiujom kbydeBa Cepruduxarnmonor tena MO u BC.

5.7.2. Pauynapcku pecypcH, copTBep MM MOAALH KOju Cy ourreheHu

VYV Tlocebnum mnpaBuwiuma pana, Cepruduxammono teno MO u BC nokymentyje mporemaype
OIOopaBKa Koje ce KOPUCTE YKOJIUKO CYy pauyHApPCKH pecypcH, copTBep, U/WiiK MoJayd HEMCIPABHH
WIH Ce CyMHba JIa Cy HEUCIIPABHHU.

5.7.3. [Iponeype Koje ce CrpoBo/ie KO KOMIIPOMHUTAIIN]j€ IPUBATHOT KJbyda KOPUCHHUKA

Ceprudukanuono teao MO u BC Texu 1a MOHOBO yCHOCTaBH 0€30€IHO OKpYXKEHe y Kopauuma
KOJU YKJbY4y]y, ajli HHMCY OIpaHHYEHH CaMO Ha, OMO3MB HEUCIPABHHUX, WU CE€ CyMma Ja Cy
HeHcIpaBHHU, cepTu¢ukata oarosapajyhux enrtutera. Hakon tora, Ceprugukanuono teno MO u
BC moxe moHOBO M3/1aTH HOBH KBaJIM()UKOBAHU €IEKTPOHCKHU CepTU(UKAT JaTOM EHTHUTETY.

5.7.4. MoryhHOCTH KOHTHHYHUTETA MTOCIIOBaka HAKOH KaTacTpode

Ceprudukanuono teno MO u BC y caydajy npupoaHe win Apyre kKaracTpode MMIIEeMEHTHpa
Mepe koje omoryhaBajy KOHTUHYUpPAH paj cepBuca y orpaHuueHoM obumy. HactaBak mocioBama
he 00e30e1uTH CXOJHO HACTAJIO] CUTYAIU]jH.

5.8. 3aBpmerak paaa Ceprudpukanuonor tena MO u BC

[Ipe Hero mTO MpEeKrHE CBOj€ aKTUBHOCTH MpYyXama cepTuduranuonux ycmnyra, CepTudukainnoHo
tesno MO u BC:
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O06e30ehyje cBOjUM KOPUCHHLIMMA KOjU HMMajy BaJUAHE KBAIM(UKOBAHE EJIEKTPOHCKE
cepruduKkaTe 00aBEMITEHE O HAMEPH JIa TIPECTaHE ca MPYXKambeM CepTH(HUKAIIMOHE YCIIyTe,
Tj. 1a IpecTaHe Ja U3BpIlaBa aKTUBHOCTH Y CBOjCTBY CepTHU(UKAIIMOT Tea.

Ha ocHoBy 3axteBa perucrtpamuonor tema MO u BC omo3uBa cBe KBanu(puKOBaHE
EJIEKTPOHCKE CepTU(PHUKATE KOjJH CY JOII YBEK BAIUIHU (Tj. OHE KOjU HUCY OMO3BAaHU WIJIH MM
HHJ€ HCTEKA0 POK BAXKHOCTH) HAKOH oOOaBemTema, a 0e3 3axTeBa 3a carjacHomhny
KOPHCHHKA.

Peructparmmono tenno MO u BC GnaroBpemeHno o0aBemTaBa 0 OMO3UBY KBATHM(PUKOBAHOT
€JIEKTPOHCKOT cepTr(uKara cBe KOPUCHUKE HA KOj€ CE TO OJJHOCH.

UuHu pazyMHE Mepe y IIUJbY 3allITUTE 3amuca Koje ayBa y ckiany ca CP u oum CPS.

Ykomuko je To moryhe, 06e30elyje oaroapajyhe mepe 3a 06e30eheme cykiecuje y cMUCITY
MOHOBHOT U3/laBaHa KBATH(PUKOBAHOT EJNEKTPOHCKOT cepTHdUKaTa OJ CTpaHe Apyror
cepTudUKaMOHOr Tesla Koje je SUKCesor — HacraB/bau H3/aBarba KBATH(HUKOBAHOT
EJICKTPOHCKOT cepTH(HUKATA JATOT CPTUPHUKANMOHOT Telia — U Koje nomtyje ucre CP u CPS
JIOKYMCHTE.
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6. Texnuuke 6e30eTHOCHE KOHTPOJIE

OBo mnoraBsbe AeUHMIIEC TEXHUUKE 0e30eHOCHE Mepe Koje nmpuMemyje CepTruduKaIMoHO TEJo
MO u BC y nmby 3amrure Kpunrorpagckix KjbyueBa U aKTHBAI[MOHUX IMojaTaka (Kao Ha pUMep
PIN-0BH, TO3UHKE, UT/I.).

be3bennocHo ympaBbame KibydeBuMa Ceptudukamuonor tena MO u BC je KpuTHYHO y IUIbY
OCHTypama J1a Cy CBH KJbyU€BU U aKTUBAIMOHM MMOJAIH 3aIITHNCHH U J]a € KOPUCTE UCKJBYIHBO OJI
CTpaHe ayTOPU30BAHUX 3aMOCICHUX.

Takohe, nedunHMCcaHe Cy M Jpyre TEXHUYKE O€30€AHOCHE KOHTPOJE KOje Ce KOPHCTE O] CTpaHe
Ceprudukanuonor tena MO u BC na ce 6e30enH0 u3BpIIaBajy (GyHKIM]je TCHEpUCamba KIbydeBa,
ayTEeHTHKAIlMje KOPUCHHKA, PErHCTpallije KOPHCHUKA, M3/IaBaba KBATM(UKOBAHOT EIEKTPOHCKOT
ceprudukaTa, orno3uBa KBaJHM(PHUKOBAHOT EJIEKTPOHCKOr ceprudukara, auditinga u apxuBHpama.
TexHUYKe KOHTPOJIE YKJbYYYjy >XKHBOTHHU IMKIYyC O€30€HOCHUX KOHTpOJIa Kao M OICpaTHBHE
6e30eHOCHE KOHTPOJIE.

Y oBom moriaBpy ce Takohe neduHHMITY TeXHHYKe Oe30eTHOCHE KOHTpOJIE Hajx
PETMO3UTOPHjyMUMa, PETUCTPAIIMOHUM TEJIMMA, KOPUCHUIIMMA U IPYTUM yYECHULIUMA.

6.1. Fenepucame U MHCTAJANMja ACHMETPUYHOT NMapa K/by4yeBa
6.1.1. 'enepucame aCUMETPUYHOT Mapa KJbyueBa

Ceptudukannono teno MO u BC 6e30enHO reHepullle W IUTUTH CBOJ€ COICTBEHE IPUBATHE
KJbyueBe, kopunthemeM 6e30€HUX U MOY3JJaHUX CUCTEMA, U MPUMEYje HEOINXOHE PEeBEHTUBHE
Mepe y IIuJbY CIIpedaBamba KOMIIPOMUTAIIM]E WM HeayTOpu30BaHOT Kopuiihema. CepTudukannoHo
tesio MO n BC umMiiemMeHTHpa U JOKYMEHTYj€e IpoLeiype T'eHeprucama KjbydyeBa y ckiany ca CP u
osum CPS.

Ceprudukanuono tenno MO u BC npumemyje jaBHe, MmelyyHapoHe cTaHaapae y Be3u 0e30eqHuX 1
MOY3JJaHUX CHUCTEMA.

Ceprudukanuono teno MO u BC renepumie cnenehe acumerpudHe napose KJbydeBa:
— 3a norpebe Root Ceprudukanuonor tena MO u BC — acumerpuunu map KJbydeBa ce
TeHepHIle Ha XapBepckoM 6e30eaHocHom moayiny (HSM — Hardware Security Module).

— 3a notpede Intermediate Ceprudukarmonor tTeasa MO u BC — acumerpuyHu nap KJbydeBa
ce reHepulIle Ha XapIBepcKoM 0e30eTHOCHOM MOJYIYy.

— 3a moTtpebe KOpPHCHHKA — 32 €IEKTPOHCKH IOTIIHC — OBaj aCHMETPHYHM Iap KJbydeBa ce
TeHEpHIIIe Ha eNICKTPOHCKO] KapTuin kopucHuka (SSCD ypehajy) u HuKaga ra He HaMyIITA.

Ceprudukanuono teno MO u BC kopuctu 6e36enan mpoiiec TeHeprcama cBor ROOt mpuBatHOT
KJbyYa y CKJIay ca JOKYMEHTOBAHOM MPOLEAYPOM.

[TpuBatHn kJbyu RoOOt Ceprudukamumonor tena MO u BC ce kopuctd 3a €IeKTPOHCKO
NOTIHCUBAKkE. eJIeKTPOHCKNX ceprtudukara Ceprudukammonor tera MO u BC (mpe cBera 3a
u3gaBame enekTpoHckor ceprudukara Intermediate Ceprudukarmmonor tena MO u BC) u nmcre
OTIO3BAaHMX EJIEKTPOHCKUX cepTtudukara. Jlpyre cBpxe kopuinhewma mnpuBaTHOr Kibyda ROOt
Ceprudukanuonor Tena MO u BC cy 3abpamene.
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6.1.2. Mcnopyka npuBaTHOT KJby4a KOPUCHHUKY

Ceprudukanuono teno MO u BC wucnopydyje NpuBaTHH KJbYd KOPHUCHHUKY Ha EJIEKTPOHCKO]
kapruim koprcHuka (SSCD ypehajy), 0THOCHO Ha €IEeKTPOHCKOM HICHTU(PHKALIMOHOM JIOKYMEHTY.

6.1.3. JloctraBa jaBHOT KJbyua JIO U3JaBa4a cepTuduKara

KopHcHHMK He IeHpuIe nap aCHMETPUYHHUX KpUNTOrpadCcKUX KJbydeBa, a THME I'a M HE JI0CTajba
JaBHH KJbYY JIO M3JaBava cepTH(UKaTa. JaBHU KJbYd C€ TCHEPUIIE Y MOCTYINKY MEePCOHATN3AIH]e
el /JI.

JlocTaBipambe 3axTeBa 3a M3/aBarkbe KBATU(HUKOBAHOI EIIEKTPOHCKOT CepTH(HKATa Kpajmber
kopucHuka y PKCS#10 ¢opmary Bpim onepatep perucrpanuonor teixa MO u BC koju nipe ciama
3aXTeBa BpIIM TPOBEPY HACHTHUTETA IIOJHOCHOIA 3aXTeBa M HWCTHHUTOCT TMOJaTaka M3
MPUTIPEMIbEHOT 3aXTEBA.

Omneparep peructpanuoHor tena MO u BC elnekTpoHCKHM MOTHHUCYje 3aXTeB Ha 0a3u CBOT
MIPUBATHOT KJby4a KOJH C€ Hala3u Ha CIy>KOCHOM eJeKTPOHCKOM UJICHTU(DHUKAIMOHOM JOKYMEHTY U
npurpeMa nopyky kojy masse Ceprudukannonom tery MO u BC.

6.1.4. JlocraBa jaBHOT KJby4a M3/aBaona ceprudukara Tpehum crpanama

Ceptudpukanmono Ttenmo MO wu BC wmoxe pa pgocraB/ba cBoje jaBHE KkJbyueBe Root
Cepruduxanuonor teina MO u BC u Intermediate Ceprudukarnponor tena MO u BC, y o6muky
X.509v3 ceprudukara myTem perno3uTopujyma KoMe MOry Jia IpucTynajy tpehe ctpase.

6.1.5. ly>xuHe kjby4yeBa

3a motpebe cBor mpuBaTHOr KJbyda RoOt Ceprudukanuonor tena MO u BC um oarosapajyhe
notnucubame, Ceprudukanuono tearo MO u BC kopuctu SHA256/RSA kombOunanujy hash u
ACHMETPUYHOT  aJrOpuTMa, NpPHU HYEeMy C€ KapaKTepUCTHKE KJbyda MOTY IOCTaBJbATH
KOH(UrypaOUIIHO, aly ce KOPUCTH TyXHHA Kibyda o 4096 Outa, mepuo| BaJuIHOCTH NPUBATHOT
kibyda Root Ceprudukannonor tena MO u BC on 10 roguna, 1 nepuos BaTUAHOCTH cepTuduKara
ox 20 roauHa.

3a morpebe mpuBaTHOr Kibyda Intermediate Cepruduxanuonor tena MO u BC u oxrosapajyhn
alropuTaM 3a KBaJM(UKOBAHO €JIEKTPOHCKO moTnucuBame, Ceprudukanuonor tena MO u BC
kopuctu SHA256/RSA xomOunauujy hash u acumerpuyHOr anroputma ca HpPENOpydEHOM
JTy’)KMHOM KJby4a o1 3072 6uta, mepruoIoM BaTUIHOCTH MpUBATHOT KJbyda CepTudukannoHor Tena
MO u BC ox 5 roauna, 1 nepuoaoM BaluaHocTu cepTudukara ox 10 roguna.

Ceprudukanuono teno MO u BC he u3BpinT u3MeHy rope HaBeIeHUX KOMOMHAIMja alropuraMma
U AY’XKMHA KJby4eBa YKOJHUKO C€ Y KpUNTOrpacKoj TEOpUjU U MPAKCH MOKAXKY cI1a00CTH HaBeIEHUX
alropuTaMa M CBETCKa KpHUMTorpadcka jaBHOCT MPENopydyd MOYy3JaHHje ajlropuTMe, Kao Uy
ciydajeBuMa JeuHKCakba HOBUX cTaHaapAa 3a hash um acumerpuuyHe kpunrorpadcke aaropurme
WIN YKOJIMKO 3aKOHO/ABALl APYTrauuje HaJ0XKH.
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6.1.6. 'enepucame KpunTorpagCKux napamerapa u npoBepa KBaluTeTa

Kpunrorpadgcku mapamerpu, Tj. acHMETPUYHU MAPOBH KJbyueBa C€ TEHEpHINy I[OMOhy
XapJIBEPCKUX TEHeparopa CIy4ajHUX OpojeBa KOjU Cy pEallM30BaHU Ha KPHUNTOrpadCKUM
xapaBepckuM ypehajuma, u To:

— HSM - 3a kpydeBe Ceprudukanuonor tena MO u BC u

— eI (SSCD ypehaj) - 3a kipyueBe KOPHCHHKA 3a TOTpeOe KBATU(GHUKOBAHOT CIEKTPOHCKOT
MOTIHCA

KBanuter HayMHa TeHepUcamba MOMEHYTUX KPUNTOTPadCKUX Mapamerapa UCKJbYYHBO 3aBUCH OJ1
KBJIUTETA XapIBEPCKOT TeHepaTopa ciiydajHux opojeBa Ha HSM-oBuma u el /1.

6.1.7. Moryhe ,,Key Usage" omnmuje

V enekrporckuM ceptudukatuma Root Ceprudukarmonor tema MO u BC u Intermediate
Ceprudukanmonor tera MO u BC, ka0 W KBanM(UKOBAaHMM EIEKTPOHCKUM CepTU(PUKATHMA
(xopucHnuku ceprudukaru) uaatum o crpane Ceprudukanuonor tena MO u BC kopucre ce
cienehe BpeaHOCTH y eKcTeH3uju ,,Key Usage™:

Enexrponcku ceprudukar Root Cepruduxanmonor tena MO u BC:
— Certificate Signing, Off-Line CRL Signing, CRL Signing
Enextponcku ceprudukar Intermediate Ceprudukarponor teaa MO u BC:
— Certificate Signing, Off-Line CRL Signing, CRL Signing
KBanuukoBanu eneKTpoHCKU cepTU(dUKAT 32 KBATU(PUKOBAHH €IEKTPOHCKH MOTIIHC KOPUCHUKA!

— Digital Signature, Non-Repudiation

6.2. 3amTNTa NPUBATHOT K/bY4Ya M KOHTPOJA KPUOTOTPadcKOr XapABEPCKOT MOIy.J1a

Ceprudukanumono teno MO u BC kopuctu oaromapajyhe kpunrorpadcke ypehaje y musby
peanuzanuje 3a7aTaka yrpaBibamba M 3amTuTe KibydeBa Ceprudukammonor tena MO u BC.
[Tomenytu kpuntorpadcku ypehaju cy mozHaTu 1moja UMeHOM Xap/ABEpPCKH 0e30€JHOCHH MOIYIH
(HSM).

6.2.1. Cranmapau v KOHTPOJIe KpUNITOrpadCKOr XapABEpCKOT MOIYIa

['enepucame npuBatHor kibyda Cepruduxannonor tena MO u BC ce aemasa y okBupy 0e36enHor
kpunrorpadckor ypehaja koju 3a710BoJbaBa OATOBapajyhe 3axTeBe y CKIIaay ca MehyHapoJIHUM
cragmapauma FIPS 140-2 L3 wnmu Common Criteria EAL4+ crangapaom (CWA 14169). OBu
CTaHJapAMu TapaHTyjy, u3Mmely ocraior nga je OWii0 KOjU TOKYIIa] HapyllaBakba HHTETPUTETA
ypehaja unu kpunrorpagcke MEMOpHje MCTOBPEMEHO JETeKTOBaH, M Ja MPUBATHU KJbYYEBU HE
MOTY Ja HamycTe ypehaj.

HSM ypehaju He cmejy ma Hamymtajy mpoctopuje Cepruduxamumonor tena MO u BC uzyzes

PETKHX MpHJIMKa yHanpea AepuHuCcCaHUX MpeMellTama U npecesbema. CepTudukanuono reao MO
n BC uyBa 3anuce y Be3u CBUX THUX NPEMEIITAkA WIH IPECEIbEHA.
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6.2.2. K ox n quctpulyiyja 0ArOBOPHOCTH KOHTPOJIE IPUBATHOT KJby4a

[Tpouenypa uyBama npuBaTHOr kjbyda Ceprudukanuonor tenra MO u BC 3axTeBa BHIIECTpYKE
KOHTPOJIE OJf CTPaHE, Ha OJIroBapajyhn HauMH ayTOpPH30BaHOT 0c0o0Jba. AyTopH3alnja Mporeaype
qyBamka KJby4deBa M ayTopu3airja oaroapajyher ocodspa Mopa OMTH H3BPILEHA O] CTpaHEe BUIIE O
JEIHOT YilaHa yrpaBHE CTPYKTYpE.

Y nponenypu nemewa Tajuu  Ceprtudukamuono Tteno MO um BC kopuctu BUIIECTpyKe
ayTOPHU30BaHE HOCHOILC y MHJbY Ja 3alITHUTA U MOOOJbINA MOBEPJFUBOCT MPUBATHUX KJbydeBa U
00e30e1u oaroBapajyhy mpoienypy onopaBka Kjbyda.

[IpuBatHu kibyd Ceprudukanuonor tena MO u BC ce kopuctu moj ycinoBuma AeUHUCAHUM Y
okBHpY K 011 N KOHTPOJIE 0/1 CTpaHEe BHUIIIE 3AIIOCICHUX Ca MOBEPJbUBUM yJlOraMa.

Hocuonn nesbenux Ttajuu (N Hocuiama) Ceprudukamumonor tena MO u BC mmajy 3amarak ma
AKTUBUPAjy M JCAKTUBHUPA]y NMPHBATHU KJby4. HakoH akTuBalyje NMPUBATHOT KJbYd OH IOCTaje
aKTHUBUpAH Y 1e(pUHUCAHOM BPEMEHY.

Hocunan nespeHe TajHe je TUYHO YIO3HAT Ca KpEHpameM, TOHOBHUM KPEHPAmhEeM U AUCTPUOYITH]OM
TajHe Ha HEroBor cieaeher uiaHa JaHLa MOBEPJbUBOCTH.

Hocunar nespeHe TajHe MOXKE MPUMHUTH JIeJbeHY TajHY Ha (PU3UYKOM MEAHjYMY KOjU je 0I00peH 3a
kopuntheme ox Ceprudukanmonor tena MO u BC. Ceprudukarmmono teno MO u BC uyBa 3anuce
y Be3u AUCTPUOYIHje IeJbeHE TajHe.

6.2.3. be30eHO yyBamke NPUBATHOT KJby4a

Ceprudukanuono teno MO u BC xopuctu 6e36ennu kpunrorpadcku ypehaj ma uyBa cBoje
NpUBaTHE KJby4eBe y CKJIa/ly ca 3aXTeBUMa MCKa3aHuM y ctangapay FIPS 140-2 L3.

XapaBepcku M coQTBEPCKM MEXaHM3MH KOjU IITUTE NpuBaTHe KibyueBe CepTU(UKALMOHOT Tena
MO u BC cy noxymentoBanu y IloceOHMM MHTEpHUM NpaBuiInMa paja. JloKkyMeHTH MpHUKa3yjy aa
Cy MeXaHHM3MH 3alTure npuBaTHOr kibyya Ceptuduxanuonor tena MO u BC y Hajmamy pyky
€KBHMBAJICHTHE CHare kao u camu kjbyueBu Ceptudukannonor tena MO u BC koju ce mrure.

6.2.4. Backup npuBaTHOT KJby4a

[TpuBatau kipydeBu Ceprudukanuonor tena MO u BC Oekym-yje ce y ckiaay ca Iporeaypom
neduHucaHOM y MHTepHUM mnpaBwinMa paaa Ceprudukauuonor tena MO u BC. V mpouenypu
backup-a, xopucre ce mponenype backup-a kipyua koje cy mojapikane oj ctpane matror HSM

ypebaja.

3amtuhene konuje npuBatHoOr kKibyda Ceprudukannonor tena MO u BC ce uyBajy Ha eKCTEpHO]
mMemopuju ((ram memopwuja, L1/1, ...) Ha cUTYpHOM MeCTy Y IU(PPOBaHOM OOJHUKY.
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6.2.5. ApxuBupame NpUBaTHOT KJby4ya

bekan-oBan npuBathu kKibyu Ceprudukamnuonor tena MO u BC ce apxuBupa mpema mporueaypu
onucanoj y Ilocebnum nntepanm npasuinma paga Cepruduxannonor tena MO u BC.

6.2.6. Tpancdep mpuBaTHOT KJbyda Ha XapABEPCKU KpUNTOrpadcKu MOy

[Iponienypa 6e30eqHOT eKcropToBama NpuBaTHOr kJbyda Ceptuduxamuonor tena MO u BC y
by backup-a, kao u nporeaypa 6e30€1HOT UMITIOPTa apXUBUPAHOT PUBATHOT KJbyda Ha HSM cy
onucane y [loceonuM natepaum npasuiauma paaa Ceprudukanuonor teaa MO u BC.

6.2.7. UyBame NMpUBaTHOT KJby4a Ha XapABEPCKOM KPUIITOTPa(hCKOM MOTYITY

Kana ce mpuBatnu xipyd Ceprudukanuonor tena MO u BC Hanasu u xopuctu Ha HSM ypehajy,
OH ce uyBa y mudpoBanom oonuky y memopuju HSM ypehaja.

6.2.8. Merona akTuBalyje MPUBATHOT KJby4ya

Omneparep ca moceOHMM oOBNamhemUMa WMa 3aJaTak Ja aKTHBHpA MPHUBATHU Kibyd. [IpuBaTHH
KJbYU j€ aKTHBaH y Ae()UHUCAHOM MEPHOy BpEMEHa.

Cpakom kopuinhewmy npuBatHor kibyda Ceptudukanuonor tena MO u BC mperxoau yHoIewe

TajHOT MOAATKa Ol CTPaHe oneparepa u Kopuilheme HeroBe CiIy:kOeHe cMapT KapTHIIE.

6.2.9. Meroia neakTUBUpama MPUBATHOT KJby4a

OnepaTep ca moceOHMM oBJIalThemuMa HMa 3alaTak na ACAKTUBUPA IPUBATHU KIbYY.

6.2.10. MeToa yHMIIITeHa IPUBATHOT KJbyda

[TpuBatau kbyu Cepruduxanuonor tena MO u BC ce He oOHaBIba.

[TpuBatau kibyu Cepruduxanuonor tena MO u BC he 6utu yHUIITEH Ha Kpajy CBOT )KHBOTHOT
IUKITyCA.

[TpuBatHn kibyueBu Ceprudukamuonor tera MO um BC ce yHumTaBajy Ha Kpajy HUXOBOT
’KMBOTHOT BeKa Y IIJbY TapaHIije 1a oHU Hehe HUKa/ia OMTH MOHOBO aKTUBHUPAHU U KOPHUIINEHH.

[TpuBatau kibyueBu Ceptudukannonor teia MO u BC u meroBu Je/beHH AEOBU CE€ YHUIITABA]Y
Ha Ha4MH KOju oHeMoryhaBa lUXOBY PEKOHCTPYKIH]Y.

[Iponiec yHumTaBama KJbyueBa je JOKyMeHTOBaH y [loceOHMM HMHTEpHUM MpaBWIMMAa paja U
onrosapajyhu 3amnucu ce apxuBHUpajy.

HakoH renepucama HOBOT aCHMETPHUYHOT Mapa Kiby4yeBa U HOBOT cepTu¢ukara CepTuduxanioHor

tenna MO u BC, nperxonHu mnpuBaTHU Kibyd ce Opume u3 HSM-a, a pesepBHe komuje ce
YHHUIITaBa]y Ha HajcurypHHUju Moryhu HaunH (nedunucan y [ToceOHUM HHTEPHUM MIPAaBUIMMA).
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[TpuBaTHM KJby4eBH KOPHUCHHUKA HA EIEKTPOHCKOM MJCHTU()HUKALMOHOM IOKYMEHTY YHUIITABA]y Ce€
OylIeHeM KOHTaKTHOI MUKPOKOHTPOJIEPA.

6.2.11. Panrupame kpunTorpadCKux XapaBepCKuX MoJIyJia

OBo morJIaBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

6.3. Ipyru acnekTH ynpaBjbamba NapoM K/by4yeBa
6.3.1. ApxuBHpame jaBHOT KJby4a

Ceprudukanuono teno MO u BC apxuBupa cBOj CONCTBEHHU jaBHHU KJbYH.

6.3.2. [lepyoau BaauaHOCTH cepTUPUKATA U MPUBATHOT KJbY4a

Ceptudukanuono tex MO u BC uznaje kopucHuuKe KBalu(UKOBaHE EIEKTPOHCKE cepTudukare 3a
nepuoaoM Kopuimhema Kao INTO j€ HAa3HAYeHO Yy CaMUM KBaJTU(UKOBAHUM EJICKTPOHCKUM
cepruduKaTma.

[lepuon  Bakewa  KBATU(PHUKOBAHUX  E€JIEKTPOHCKUX  CepTU(HUKATa Ha  €JIEKTPOHCKUM
UICHTU(PHUKAIIMOHNM JIOKYMEHTHMA Ca YUIIOM C€ IOKJIara ca mepruoaoM BaimugHocta camor e/l (5
TOJINHA).

Bpeme BanmmaHocTH npuBaTHOT Kibyda Root Ceprudukanumonor texa MO u BC je 10 roauna, mox
je cam Root ceprudukar Cepruduxannonor tena MO u BC Banugan 20 roausa.

Bpeme BamunHocTH npuBaTHOT Kibyua Intermediate Ceprudukaronor teina MO u BC je 5 ronuna
— 10K je cam ceptudukar Intermediate Ceprudukarnmonor tera MO u BC Banuaan 10 roauHa.

6.4. AKTUBAIIHOHM MOJALHN
6.4.1. 'enepucame U HHCTAJAIM]a AKTUBAI[MOHUX MOJaTaKa

Ceprudukanuono teno MO u BC 06e30enHO mpoliecupa akTUBAIIMOHE MOAATKE MPHAPYKEHE
npuBaTHUM KkibydeBuMa Ceptudukanuonor tera MO u BC, ka0 u CBUM JApYyruM TpPHUBATHUM
kbyueBuMa y gatom PKI cuctemy.

6.4.2. Jpyru acneKTH y Be3u aKTHBAIMOHUX ITO/IaTaKa

OBo mnornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BUX CPS.

6.5. Be30eqHocHe KOHTPOJIE pauyHapa
6.5.1. Creruduyan 3aXTeBU 32 0€30€THOCT padyHapa

Ceprudukanmono teno MO u BC ummiementupa cremuduune O0e30eIHOCHE KOHTpOJIE Hal
padyHapuMa Koju ce kopucre y okBupy aator PKI cucrema.
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Pauynapu xoju ce kopucre y okBupy Ceprudukanuonor tena MO u BC uysajy ce yHyTap
CrienjajiHe MmpocTtopuje kKoja je (usuukm oOeszbehena. [Ipuctynm mpeko padyHapcke Mpexe ce
wtuT nomohy crienyjanHux arukatuBaux firewall ypehaja — kpunro-koMyHHUKaIMOHUX cepBepa.
HeayrtopuzoBan mnpuctyn pauyHapuma Ceptudukammonor teasa MO u BC HHje m03BOJBEH.
Ceprudukanuono tena MO u BC cuctem mory craproBaTt camo oiamrheHe ocode Koja moceayjy
oarosapajyhy cmapt kaptuily u 0oj npuapyxex PIN.

6.5.2. Panrupame 6e30eaHOCTH padyHapa

OBo morIIaBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

6.6. /KMBOTHH IIMKJIYC TEXHUYKHX 0€30€JHOCHUX KOHTPOJIa
6.6.1. Konrtpone pa3Boja cuctema

Ceprudukanuono teio MO u BC peanusyje neproguvHe pa3BojHE yIpaBbadke KOHTPOJIE.

6.6.2. Konrpoue ynpasspama 6e30eqHomhy

Ceptudukanuono tesno MO u BC peanusyje nepuoguune 6e30e1HOCHE yIpaBbauke KOHTPOJIE.
6.6.3. )KuBoTHU 1uKITyC 6€30€THOCHUX KOHTpOJIa

OBo moTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

6.7. MpesxHe 0e30eHOCHEe KOHTpOJIe

Ceptudpukannono teno MO u BC oapxkxaBa u npuMemyje BHCOK HHMBO CHUCTEMa MpPEXKHE
0e36ennoctH, ykibyuyjyhu npumeny firewall ypehaja.

6.8 BpemeHncku neuar

OBo MoTJIaBJbe HUjE TPUMEHIJBHBO y OKBHPY 0BUX CPS.
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7. llpodusn ceprupuxara u CRL aucra

OBo nornasibe crienuduimpa opmare ceprudukara u CRL nucra koje m3gaje CeprudukannoHo
tenio MO u BC, a y mmiby omoryhaBama >KUBOTHOT LHKIYCa KBAJIM(UKOBAHOT E€JIEKTPOHCKOT
ceprudukara.

7.1. llpo¢puian ceprupukara

Ceprudukanunono teno MO u BC uznaje cnenehe Bpcre ceprudukara:

—  Ceptudukar Root Ceprudukanmnonor tena MO u BC.

— Cepruduxkar Intermediate Ceprudukanuonor teaa MO u BC (cepruduxar MO VS UzK
CA).

— KsanuduxkoBanu enekTpoHCKU cepTU(UKAT 32 KOPUCHUKE!

— 3anocieHe y MO u BC,
—  YYEHHUKE U CTyJIEHTE BOJHHX ILKOJIA,

7.1.1. bpoj Bep3uje
Ceptudukannono teno MO u BC usnaje cepruduxare y ¢opmary X.509v3 tako ma cy cBu
cepTuduKaT Bep3uje 3.

7.1.2. Exctensuje y cepTudukary

[Tpodwin ceprudukara koju ce u3najy o crpane Ceprudukanuonor tena MO u BC cy HaBeneHu
y HaCTaBKy.

Onwru npodua ceprudukara

VY cnenehoj Tabenu mpukazaH je OmUTH MpodU eleKTpoHCKUX cepTrudukara CepTHPUKATUOHOT
tena MO u BC:

HNme npopuiia Onuru npoguna
Ilepnon BamuaHOCTH 1 - 20 rommHa
cepTudHKaTa
Basic Constraints Excrensuja || End Entity | CA, Path length=x
UyBame KJby4yeBa Cwmapr kaptuna | HSM

Authority Key Identifier
Subject Key Identifier
Authority Information Access
CRL Distribution Point

3ajeJHUYKE eKCTEeH3H]e

JyxxuHa KjpyueBa 4096, 3072, 2048
Key Usage excTemsuja — Digital Sign_atl_Jre Certific_ate_ Signing
Moryhe BpeHOCTH Non-Rep_udlatlon CRL Signing
Key Encipherment
Enhanced Key Usage Client Authentication
Excrensuja — moryhe Server Authentication
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BPEIHOCTH

Email Protection
Microsoft Smart Card Logon

QC (Qualified Certificate)
CTaTEeMEHT €KCTEH3Hja

OID ekcrensuje (1.3.6.1.5.5.7.1.3) ca
CTaHJapJHUM BPEIHOCTUMA

Ipopua ceprudpurkara Root Ceprudukanuonor tesa MO u BC

VY cnenehoj Tabenu npukaszan je npodui enekTpoHckor ceptudukara Root Ceprudukanuonor tena

MO u BC:
HNme npoduia VS Root CA
[eprox BanmaHOCTH LepTH(UKATA 20 roguHa
ExcTeH3nja OCHOBHHX OrpaHHYeHa CA
UyBame KJbyueBa HSM

3ajeJHUYKE EKCTEH3H]e

Subject Key Identifier

HpI/IMeHIbI/IBa AYKHUHa KJbYy4YCBa

4096

Excrensuja kopumhema Kibyda

Certificate Signing
Off-Line CRL signing
CRL Signing

CRL Distribution Point

Ipodua ceprudpuxara Intermediate Ceprupuxanuonor tesa MO u BC

VY cnenehoj tabenu npukaszan je npodua ceptudukara Intermediate Ceprudukarmonor tena MO u

BC:

HNme npoduiia

MO i VS Intermediate CA

3ajeJHUYKE eKCTEeH3H]e

[Tepuox BanmuaHOCTH 1epTUdUKATA 10 roguna

ExcreH3nja OCHOBHUX OrpaHUYEHA CA

YyBamwe KJbyueBa HSM
Authority Key Identifier
Subject Key Identifier

Authority Information Access
CRL Distribution Point

[TpumeHsbHBa TyKHHA KJbyueBa

3072

Excrensuja kopumhema Kibyya

Certificate Signing
Off-Line CRL signing
CRL Signing
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IIpodua ceprudukara KpajlbuX KOPUCHMKA HAMEHeH 32 KBATH(UKOBAHH €JICKTPOHCKHU
MOTIHC

[Tpodun ceprudukara 3a KBaTU(PUKOBAHU €JICKTPOHCKH IOTIHMC HAMEHEH j€ 33 KPajibe KOPUCHUKE
MO u BC.

[Tpodun ceprudukara 3a KBaTM(PUKOBAHO EJIEKTPOHCKO IMOTIHCUBAIKE Tpeda 1a MOCIYXKH Kao
mabJIoH 3a TeHepucame cepTuduUKaTa 3a mMoTpede BepuduKkamnuje KBaTu(hUKOBAaHOT €JIEKTPOHCKOT
HOTITHCA.

VY cnenehoj Tabenu npukasa je mpodui cepTrudukara 3a morpede Bepudukayje KBarupuKoBaHOT
CJIEKTPOHCKOT MOTITUCA.

HNme npopuiia

VS Potpisivanje

[Tepuon BammuaHOCTH TepTU(hUKATA

5 roauHa

EKCT6H3I/Ij d OCHOBHHUX OI'PaHHUYCHA

End Entity

UyBame KJby4yeBa

Cwmapt kapruna - SSCD

3ajeJHUYKE EKCTEH3H]e

Authority Key Identifier
Subject Key Identifier

Authority Information Access
CRL Distribution Point

2048

Digital Signature
Non-Repudiation

Email Protection (1.3.6.1.5.5.7.3.4)

OID excrensmje (1.3.6.1.5.5.7.1.3) ca
CTaHJIapJHUM BPEIHOCTUMA YKJbYUyjyhy
SSCD ekcrensujy

IIpuMmeHsbHBa NyKMHA KJbY4YeBa

Excrensuja kopumrhema Kibyda

Excren3uja HanpenHor kopuirhemwa
KJbyua

QC (Qualified Certificate)

CTaTEMEHT €KCTEeH3H]a

7.1.3. O06jexTHH UACHTH(PHUKATOPU ATOpUTaAMa

Ceprudukanmono teno MO u BC y ceprudpukatima Koje H3Aaje KOPUCTH KOMOHMHAIU]Y
aIropuTamMa;

—  SHAZ256 ca OID-om: 1.2.840.113549.1.1.11

Mehytum, Ceptuduxannono teno MO u BC mnoxapkaBa wuMIIeMeHTanujy OWIO KOjUX
koMmOuHaruja hash u acumerpudHor KpunTOrpadcKor aaropuT™a.

7.1.4. ®opme numena

3a nmotpede mpoduia KBaTU(PUKOBAHOT €IEKTPOHCKOT cepTU(UKaTa KOPUCHHUKA, 00aBE3HO je YHETH
cienehe monarke:
— Hwme u npe3ume.

— Ha3us opranuzanuje y K0joj KOPUCHHUK PaJIf.
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— JMBI xopucHuKa.

3a morpebe mnpoduna KBaIM(UKOBAHOT EIEKTPOHCKOT CepTU(HUKATa, OBH MOJAIM CE MOTY
HPUIATOAUTH CXOAHO THITY KOPUCHHKA HA KOTa Ce OJTHOCE.

Ha omaj waumH, y DN mosby um3reHepucaHOr KBaIM(UKOBAHOT EJIIEKTPOHCKOT cepTH(HUKATa O]
crpane Cepruduxannonor tena MO u BC 3a nator kopucHuKa je cnenehu caapixaj:

— CN = Bpennoct nedunucana y cieachem moriapipy,

— O = Opranuzanuyja,

— C =3emspa y kK0j0j Opranusaiyja uma CeIuIITe.

7.1.5. Orpanuuema UMEHA

Orpannyema KoOja ce OJHOCE Ha HMEHAa KOPUCHUKAa Y KBaTM(PUKOBAHUM EIEKTPOHCKUM
ceprudukaTiMa TpoUCTHUy W3 ojaroBapajyher m Baxkeher mnoja3akoHCKOr akra 3akoHa O
€JIEKTPOHCKOM MOTIIUCY. Y HACTAaBKY Cy HaBelleHa IOMEHYTa OTPaHUYCHA.
— Tlose ,,subject” kBanudHUKOBAHOT EIEKTPOHCKOT cepTHU(HKATa MOpa Jla UMa aTpudyT
»commonName ”.

— V¥V arpubyr ,,commonName” tpeba na je ymucaHO NyHO MME M IPE3UMe IMOTIUCHHKA,
JeAMHCTBEHH WAECHTH(HUKATOp MOTNHCHUKA YyHyTap cepTudukanuoHor tena u JMBI.
[Topaum ce ymucyjy cineaehuMm peaoM: MMe, pa3Mak, Mpe3uMe, pa3Mak, jeAMHCTBEHH
UACHTU(UKATOP YHYTap cepTU(UKAIMOHOT Tena U Ha kpajy uptuna u JMBI'. 3a atpudyr
,commonName* tpeba kopuctuti UTF8String xomupare, Tako a CBa CJIOBa W3 UMEHA U
npesuMeHa Oyly BEpHO MpeACTaBbeHa 0AroBapajyhuM kapakrepuma.

— Ceprudukanuono teao MO u BC je nyxHO Aa KOPUCHUKY jaCHO CTaBHU JI0 3Hama Ja Ju he
ceprudukar canpxatu JMBI'.

— Ceptudukatd Koju ce KOpHCTE y OIIITEHhY OpraHa, OMIITeHhY OpraHa W CTpaHaka,
JOCTaBJbalby U U3PAAU OJUIYKE OpraHa y eJIeKTPOHCKOM OOJHUKY y YIpPaBHOM, CYACKOM U
JPYroM MOCTYIKY TIpea Ap>KaBHUM opraHoMm, Tpeba na caapxke JMBI'. Ceptudukare xoju
caapxe JMBI unn nuyan 6poj cepTU(UKAIIMOHO TEIO0 HE CME YUUHUTH jaBHO TOCTYITHHUM.

7.1.6. O6jexTHH UIeHTH(PUKATOP TOIUTUKE CepTH(HKAILIN]je

VY oBoMm mornarspy je nedpunucana OID crpykrypa 3a motpede [lomutuka cepruduranuje u CPS-a
KOja ce KOPUCTH Ipu u3AaBamwy ceprudukara y oksupy PKI MO u BC.

®opwmar crpykrype OlD-a je cienehu:

1.3.6.1.4.1.42922.a.6.11.1

Bpoj 1.3.6.1.4.1 npencrasiba onuTH npedukc 3a private-enterprise 6poj ca cajra:
http://www.iana.org/assignments/smi-numbers,

42922 je Private Enterprize Number (PEN) nonessen MunucrapctBy onopane u Bojcuu Cpowuje.
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Cnosa u3a PEN-a umajy cneneha npenoxena 3Hauema:

a. Tun eJIeKTPOHCKOT T0KYMEHTA
1- el ]l ca kBanu(UKOBAHUM EJICKTPOHCKUM CePTHU(HUKATOM
2- eW]] ca eneKTpOHCKUM CepTUHUKATOM

0. Tun noxymeHTa
1 — CP - Certificate Policy
2 — CPS - Certificate Practice Statement

u. Tun cepruduxkara
1 — Keanmudukosanu ITU-T X.509 enexkrpoHcku cepTudukat
2 - HexkBanmudukosanu ITU-T X. 509 enexrponcku ceprudurar

A. MeIHj
1 — cmapr kapruna (e /1)

7.2. Ilpopua CRL nucre

VY ckmany ca IETF PKIX RFC 2459, Ceprudukanuono teno MO u BC moapxkasa nznaBame CRL
JIMCTa KOje Cy y carjlacHOCTH ca ciefaehum ycnoBuma:

— bBpojesu Bep3uja cy noapkanu 3a CRL nucre,

— CRL u CRL excten3yje cy NonymeHe U BbUX0Ba KPUTUYHOCT j€ TOCeOHO Ha3HAYeHa.

[Tpodun CRL (Certificate Revocation List) mucte je mpukasan y cienehoj Tademnu:

Version [Version 2]
CountryName=RS,
| OrganizationName=Ministarstvo odbrane i VVojska Srbije,
ssuer Name o
commonName=
Location=Beograd
This Update [Date of Issuance]
Next Update [Date of Issuance + 25 hours]
_Slgna_ltl_Jre Algorithm Sha?56RSA
identifier
Authority Key identifier
CRL Number Redni broj CRL liste
CRL Entries
Sertificate Serial . :
Revoked sertificates Number Date and Time of Revocation
[Sertificate Serial [Date and Time of Revocation]
Number]

* commonName cepTuduKaoHor Teia Koje je renepucano CRL
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7.2.1. bpoj Bep3uje

Ceprudukarnuono teno MO u BC renepuiire u 06jaBibyje CRL mucre Bepsuje 2 (X.509v2).

7.2.2. CRL u CRL entry excrensuje

CRL nucra koja ce uznaje oxn crpane Cepruduxannonor tena MO u BC uma cnenehe excrensuje:

— AKI (Authority Key Identifier),
— CRL Number — pennu 6poj CRL nucre.

CRL entry excrensuje cy:

—  Cepujcku 6poj ormo3BaHor ceprudukara

— JlaTtym u BpeMme Oro3uBa

7.3. OCSP npogun

OBo nornaesJbe HHUje IPUMEHIBUBO y OKBUPY 0BuX CPS.

7.3.1. bpoj Bep3uje

OBo moTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

7.3.2. OCSP ekcren3muje

OBo nornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BuX CPS.
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8. IlpoBepa carjiacHOCTH M JPyra olnemhbHBamba

8.1. ®dpexBeHIMja WM YCIOBHU OllelHBAKA

Ceprudukanuono teao MO u BC npuxBara nepuoinuHy MpoBeEpy carjacHOCTH cBojux IlomuTrka
ceprudukanmje, ykibyayjyhu osaj CPS nokymenT.

Pang Cepruduxammnonor tena MO u BC je takohe y carmacHocTH ca HajBaXHUJUM Mel)yHApOTHUM
u EBporckum cranmapauMa y oBoj obmact, kao u ca EBpornckom mupektuBom 1999/93/EC o
€JIEKTPOHCKUM MOTIHCHMA.

VY nomeny m3naBama KBaTHM(PHUKOBAHUX €IEKTPOHCKUX cepudpukara, Ceprudukannono teno MO u
BC pagu y oxBupy orpaHuuema Ae(PUHHUCAHMM Y OKBUPY 3aKOHa O EJIEKTPOHCKOM MOTIIUCY
Peny6inke Cpbuje, kao 1 oaroapajyhuM moa3akoHCKUM aKTHMa.

8.2. UnenTurer/kBauduKanuje MPoIeHUBAYA

Ceptudukannono teao MO u BC cripoBoau peoBHE HHTEpHE MPOBepe YCKIal)eHOCTH MOCIOBamba
ca CP, xao u ca oBum CPS nokymenrom. MHTEepHY IpoBepy cIipoBoje oAroBapajyhu 3amocieHu y
Ceprudukannonom ey MO u BC ca gatum 3anyxemuma.

8.3. OnHoc ouemUBaYa MpeMa OllelbUBAHOM €HTUTETY

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

8.4. Teme moKpuBeHe y NMpouecy olehNBamba

VY npouecy ouemnBama pana Ceprudukannonor teara MO u BC Bpum ce mpoBepa cariacHOCTH
onepatuBHOT paga Ceprudukammonor Teaa MO u BC ca nonutkama ceprudukanuje (CP) u oBum
npaktuuHuM npaBmwimma pana (CPS), kao u ca [ToceOHMM HHTEPHUM HPABUIAMA PAJIa.

8.5. AKTMBHOCTH mpeay3eTe Kao pe3yarar yrephenux Hempocraraka

Ceprudukannono teno MO um BC Tpeba na yckinaawm CBOj OINEpaTUBHH paja y CKIaAy ca
€BEHTYaJTHUM Halla3uMa J00MjeHUM HaKOH IIPOBEpeE.

8.6. KomyHukanuja pesyarara

PesynTaTu mpoBepe MOTY OWTH pacIioNiOKHWBH CBUM 3aWHTEPECOBAHUM CTpaHama (KOPUCHHIIMA H
Tpehum cTpaHama).
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9. Ipyru nocJIOBHU U MPABHHU ACHEKTH
9.1. llene
9.1.1. Ilene uznaBama Wik 0OHOBE KBATM(UKOBAHOT EIEKTPOHCKOT cepTudukaTa

Ceprudukannono tenmo MO um BC He HnHamnahyje kopuniheme H3IaTUX KBaTH(PUKOBAHUX
eJIEKTPOHCKUX cepTudukara kopucaurma MO u BC.

9.1.2. llena mpucrymna cepTupuKaTuMa

OBo 10TJ1aBJbE HHjE IPUMEHIBUBO y OKBUPY 0BUX CPS.

9.1.3. Illena mpucryna uaopmaljama o CTarycy ceprudukara
OBo morJIaBJb€ HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.1.4. Ilene 3a apyre cepBuce

OBo morJIaBJbE HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.1.5. Ilonutuka noBpahaja HOBIA

OBo morJIaBJb€ HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.2. duHaHCHjCKA OATOBOPHOCT
9.2.1. TlokpuBame ocUTypama

OBo nornasJbe HUje MPUMEHIBUBO y OKBUPY 0BUX CPS.

9.2.2. lpyra no6pa

OBo MoTJIaBJbE HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.2.3. Ocurypame WIH TapaHIiijCKO IIOKPHBAKE 32 KPajihe KOPUCHHUKE

Kopucuuk je myxan na obemretn Ceprudukanuono teno MO u BC y oaHocy Ha 6uio koje
AKTUBHOCTH WJIM MPOILYCTE Yy OATOBOPHOCTHU, OUJIO KOje TYOUTKE MM IITETY, Kao U 3a OMJI0 KaKBe
TPOIIKOBE OMJIO KOje BpCTe, YKIbyuyjyhu pasyMHe HaKkHaje ajBokara, koje 6u CepTH(HKALIMOHOT
tesra MO u BC Morao J1a uma Kao pe3ynaTar:
— buno xor NaXxHOr WIM MOTPEUIHO MPE3eHTOBAHOI MOJaTKa JOCTaBJBEHOI OJ CTpaHe
KOPHCHHKA UM BbUXOBUX areHara.

— buno xor mpomycta KOpHUCHUKA Ja JOCTaBH MaTepHjaliHy UYUILEHUIY J1a je TOTrpelrHa
Mpe3eHTalMja WIM TMPOIYCT YYWEEH M3 HEMApHOCTH WM Ca HaMEpOM Jla ce IpeBapu
Ceprudukanuono teno MO u BC unm 6miio koje muie kKoje mpuma U OJHOCH ce IMpema
J0OHMjeHOM KBaJTM(PUKOBAHOM €JIEKTPOHCKOM CepTHU(DHKATY.
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— Heobe30ehuBama oarosapajyhe 3amrute KOpUCHUKOBOT MPUBATHOT KJby4a, HEKOpHUIIhema
0e30eHOT cHMcTeMa KaKo je 3aXTEBaHO WJIM HEM3BpIIEHA OAroBapajyhux mpeBEHTHBHHX
Mepa HEONXOJHHUX Jla Ce CIIPeYr KOMIIPOMUTAIIN]a, TyOuTaK, 00jaBJbUBambe, MOAM(HUKAIIH]ja
WIA HEeayTOPH30BaHO KOpHIIheme KOPUCHUKOBOI MPHUBAaTHOI KJbyda WJIM Hamajga Ha
UMHTErpUTeT NpuBatHOT Kbyda Root Cepruduxannonor tena MO u BC.

—  Kpmewma 6mi10 Kojux 3akOHa KOjU Cy MPUMEHJbUBH, YKJbY4yjyhH OHE KOJU C€ OJHOCE Ha
3aIITUTY UHTEIEKTYAIHUX MpaBa, padyHapCKe BUPYCE, MPUCTYI pauyHAPCKUM CHCTEMHUMA
UT/I.

9.3. IloBep/bMBOCT MOCJOBHUX HHoOpMaNHja

OBo morI1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

9.3.1. Omicer nmoBepspUBUX HHPOPMAITH]ja

OBo nornasJbe HUje IPUMEHIBUBO y OKBUPY 0BuX CPS.

9.3.2. Mudopmaiyje koje HUCY y OICEry NoBepJbUBUX MHPOpMAaIHja

OBo morJIaBJbE HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.3.3. OAroBOPHOCT 3a 3aMTHUTY OBEPJEUBHUX UHPOPMAIIHja

OBo nornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BUX CPS.

9.4. IIpMBaTHOCT M 3aIUTHTA MePCOHATHUX HHpOpManHja
9.4.1. [1nan NMpUBaTHOCTH

Ceprudukanuono teno MO u BC ce mpuapkaBa mpaBuiia 3allTUTE MPUBATHOCTH MEPCOHATHUX
nojaTaka M TpaBWiIa TOBEPJEUBOCTH Kako je mpommcaHo y oBom CPS mokymenty, xao u y
oJiroBapajyhum 3aKkOHCKMM JOKYMEHTUMA.

9.4.2. Undopmanuje Koje ce TpeTupajy Kao mpuBaTHE

Ceprudukanuono teno MO u BC tpetupa mpuBatHuM cBe uH(pOpMaIMje Koje ce OJHOCe Ha
KOPHCHHKE KBATHU(PUKOBAHOT €JIEKTPOHCKOT cepTU(HUKaTa.

9.4.3. Undopmanuje Koje ce He cMaTpajy IpuBaTHUM

Ceptudukanuono teaso MO u BC He cmaTpa nmpuBaTHUM caMoO OHE MHQOpMaIlije KOpUCHHUKA 3a
KOje je JjaTa carjlacHOCT Ja ce Mory nyoaukoBatu. Hajuemnthe ce To oJjHOCH camMo Ha MojaTke Koju
ce caJipike y U3/1aTUM KBaJIM(DUKOBAHUM €JIEKTPOHCKUM cepTU]HUKaTHMA.
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9.4.4. OAroBOpHOCT 3a 3aIITUTY MPUBATHUX MH(POPMALIKja

Ceprudukanuono teno MO u BC je 0m0roBopHO 3a 3aIITUTY NPUBATHOCTH KOPUCHHKOBUX
uHdopmMalyja Koje cy cmemTene y 6asu nogaraka Ceprudukanuonor reaa MO u BC.

Ceprudukanuono teno MO u BC nehe mydnukoBatu HUTH 00jaBJbuBaTH HH(OpPMAIIHje KOPUCHUKA
3a KOje je KOPHCHUK J]a0 CarlaCHOCT, OCUM y KBAIM(HUKOBAHOM EJIIEKTPOHCKOM CEpTU(HKATY, HA U
y €IeKTPOHCKOM HJCHTU(UKALMOHOM JJOKYMEHTY.

9.4.5. OTkpuBame HHPpOPMAIKja CXOTHO IPABHUM U aJIMUHUCTPATUBHUM IpOLIeCUMa

Ceprudukanuono tenno MO u BC He o0jaBibyje, HUTH ce 3axTeBa Ja o0jaBJbyje, OWIIO KOjJy
MOBEPJbUBY MHGPOPMAIHjy 0€3 ayTeHTUKOBAHOT U TIOTBP)EHOT 3aXTeBa OJ] CTPAHE:

— Cawme cTpane 3a K0jy ce TakBa MH(opMalja 1 4yBa,

— Ogarosapajyher cyna.

CrtpaHe y KOMyHHKAIIM]H KOj€ 3aXTeBajy U 100Mjajy oBepJbUBE HH(POpPMAIIHje UMajy JO3BOIY 3a TO
Ha OCHOBY IPETIIOCTaBKe Aa he oHW Te mH(pOpMalMje KOPUCTUTH 3a 3aXTeBaHE CBpxe, Ja he mx
OCHTYpaTH O] KOMIIPOMHUTAIMje U Aa he ce y3apikaTd o] BHXOBOTI KopHinhema W 00jaBJbHUBamba
TpehuM cTpaHama.

9.4.6. JIpyre OKOJTHOCTH 32 OTKpUBambe HHPopMaIyja

OBo morJIaBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

9.5. HpaBa HHTCJIIEKTYAJHOI' BJIaCHUIITBA

Ceprudukanuono teno MO u BC nocenyje u 3aapxaBa cBa IpaBa MHTEJIEKTYAIHOT BIACHUIITBA
NpUIpyXKeHa HEeroBUM 0a3zaMa IojaTaka, KBaIM(PUKOBAHUM €JIEKTPOHCKUM cepTU(]HKaTHMa Koje
u3jaje, Kao M OMJI0 KOJUM JpYTMM IyOJHKalHMjamMa Koje Ha OWMJI0 KOjU HAayMH NpUNaaajy Wid
notuay ox ctpane Ceprudukanuonor texa MO u BC, ykmpyuyjyhu CP u ose CPS.

9.6. [IpeacraB/bame U rapaHImje
OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.
9.6.1. CA npencraBibame 1 rapaHiiije

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.6.2. RA nipencraBibarme 1 rapaHIyje

OBo mnornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BUX CPS.

9.6.3. KopucHHUKO npescTaBibambe U rapaHiyje

OBo 1oTJ1aBJbE HHjE IPUMEHIBHUBO y OKBUPY 0BUX CPS.
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9.6.4. [Ipencrassbame U rapannuje Tpehux crpana

OBo 10TJ1aBJbE HHjE IPUMEHIBHUBO y OKBUPY 0BUX CPS.

9.6.5. [IpeacraBspame U rapaiyje APyrux y9eCHUKa

OBo morJ1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

9.7. Henpu3HaBame rapaHuuje

OBo 10TJ1aBJbE HHjE IPUMEHIBUBO y OKBUPY 0BUX CPS.

9.8. OrpaHuyema 0ATOBOPHOCTH

Ceprudukanuono teno MO u BC He npuxBara OMI0 KakBy JAPYry OATOBOPHOCT OCHM OHE KoOja je
excriuTHO Aeunucana y CP u y oBom CPS mokymeHTy.

Hu y xoMm cnyuajy (u3y3eB 3noynorpebe mnu Hamepe) Ceprudukanuono teno MO u BC Huje
OJIFOBOPHO 3a:

buno kakaB r Y6I/ITaK ImoJgarTtaka.

buio kojy MHAMPEKTHY WIM CllydajHY IITETY KOja je MpPOYy3pOKOBaHA WJIM je Be3aHa 3a
kopumhewe, HUCIOPYKY, JHMICHIY, mnephopMaHce KBaTH()UKOBAHOT — EICKTPOHCKOT
CCpTI/I(l)I/IKaTa HnJIn KBaJH/I(l)I/IKOBaHI/IX CJICKTPOHCKHUX ITOTIIHCA.

buno xojy TpaHcakuujy UM ycinyry nonyheny win y okBupy ooyxsara oBux CPS.

buno kojy apyry mrery H3y3eB OHHUX KOje IOTHYY O[] ONpaBAAaHOr OcCllamama Ha
BepU(pUKOBaHE MHPOpMAIFje KOje ce Hajla3e y M3/1aTOM KBATU(PUKOBAHOM EJIEKTPOHCKOM
cepTuduKaTy.

buio kojy oAroBOpHOCT KoOja ce€ TojaBWja y CJy4dajy TpemiKke y BepupuKoBaHUM
nH(popMalljaMa Koja je pe3yJITaT Ipellike, 310ynoTpede Ui Hamepe arInKaHTa.

9.9. Omurere

OBo mnornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BUX CPS.

9.10. Ilepnoa BaxkHOCTH U Kpaj BaauaHocTH oBuX CPS

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.10.1. BaxHocTt

OBo mnornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BUX CPS.

9.10.2. Kpaj BauagHOCTH

OBo moTJ1aBJbE HHjE IPUMEHIBUBO y OKBUPY 0BUX CPS.
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9.10.3. Edexkar 3aBpuieTka ¥ TOHOBHOT pajia

OBo morI1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

9.11. llojenuHayHa o0aBelITeHba H KOMYHHKANMja ca yYeCHHI[UMA

OBo 10TJ1aBJbE HHjE IPUMEHIBUBO y OKBUPY 0BUX CPS.

9.12. UcnipaBke

OBo morJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.12.1. TIpouexnype 3a UCTIPaBKY

OBo nornaesJbe HUje MPUMEHIBUBO y OKBUPY 0BuX CPS.

0.12.2. MexaHu3aM U Iepuo]1 00aBeIITaBama

OBo morJIaBJbE HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.12.3. YcnoBu npomene objektHor uaeHtudukaropa (OID)

OBo nornasJbe HUje MPUMEHIBUBO y OKBUPY 0BuX CPS.

9.13. lIpoueaype pemaBama COpoBa

Ceptudukannono teno MO u BC ce pedepuiie Ha apOuTpaky y LIUJby pelllaBalba CBUX CIIOPOBa
koju ce omHoce Ha CP u oBe CPS. Ako ce cmop He peumn y okBupy zaecer (10) mana HakoH
WHUIMjATHOT 00aBemTema cxoaH0 npasmwiuma CP u ose CPS, cTpaHe y criopy 10CTaBsbajy Criop Ha
apoutpaxy. Apourpaxa ce cactoju oJ 3 apOuTpa, CBaka CTpaHa Mpeaaxe Mo jeaHor, oK Tpeher
npeiaxy 3ajelHo 00e cTpaHe y cropy. Mecto 3a apOutpaxy je beorpan, Pemy6nuka Cpbuja, a
apOuTpH ozpelyjy cBe TPOIIKOBE apOUTpaKe.

3a cBe CIOPOBE KOjH C€ OJJHOCE Ha TEXHOJIOTH]Y, Kao U CIopoBe Koju ce oaHoce Ha came CP u CPS
JIOKYMEHTE, CTpaHe Yy CIOpy IpHXBarajy apOUTpa)kHO Tenlo Koje he Outu uzabpaHo O]l cTpaHe
Bnage CpOuje.

9.14. 3akoH Koju ce MOLITYje

OgBaj CPS nokyMeHT je u3zaTa y MOTIIYHOCTH Y CKJIay ca oaroBapajyhoM 3aKOHCKOM peryIaTHBOM
Penybnuke CpOwuje, u TO mpe cBera ca 3aKOHOM O EIIEKTPOHCKOM IMOTIHCY M OATOBapajyhum
Moa3akoHCKUM akTuMa. CBe mpaBHE cTBapu Koje ce omHoce Ha Ceprudukanuono teno MO u BC
/WM KOju ce OJHOCE Ha KBaTHU(PHKOBAHE EJIEKTPOHCKE cepTu(dUKare u3gare Oj CTpaHe
Ceprudukanuonor tena MO u BC he Outu mporecympane oj crtpaHe oaroBapajyher cyma y
Peny6muin CpOuju.
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9.15. CarsacHocT ca NpUMEH/bUBHM 3aKOHMMA

OBo morI1aBJbe HUjE TPUMEHIJBUBO y OKBHPY 0BUX CPS.

9.16. Pa3ne oapende

OBo 10TJ1aBJbE HHjE IPUMEHIBUBO y OKBUPY 0BUX CPS.

9.16.1. Kommuieran yroBop

OBo nornaesJbe HUje IPUMEHIBUBO y OKBUPY 0BuX CPS.

9.16.2. JlonespuBame

OBo moTJIaBJbE HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.16.3. O30uJbHOCT

OBo nornaesJbe HUje MPUMEHIBUBO y OKBUPY 0BuX CPS.

9.16.4. CnpoBolerwe npaBHOT MOCTYIKa

OBo MoTJIaBJb€ HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.16.5. Buma cuia

OBo MoTJIaBJbe HUjE TPUMEHJBHBO y OKBHPY 0BUX CPS.

9.17. ipyre onpende

OBo nornasJbe HHUje MPUMEHIBUBO y OKBUPY 0BUX CPS.
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10. UcTopuja nokymeHTa

Bepsuja

Hatym

Onuc npomMeHa

1.0

29.11.2013.

[Tornncana Bep3uja
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11. Pedepenue

3akoH o0 enekTpoHcKkoM notnucy, Cixoenu ['macauk Penyonuke Cpouje, 6p. 135/2004

[MpaBwiHKK O OJMKHUM YCIOBHMA 33 HM3JIaBame €IEKTPOHCKHX cepTrudukara, CiayxOeHH
I'macuuk Pemry6nmke Cpouje, 6p. 48/2005

RFC 3647 — Request For Comments 3647, Internet X.509 Public Key Infrastructure,
Certificate Policy and Certification Practices Framework

RFC 5280 — Request For Comments 5280, Internet X.509 Public Key Infrastructure /
Certificate and CRL Profile

[Tonutuka ceprudukanuje Cepruduranmonor tena MwuHuUcTapcTBa on0paHe u Bojcke
Cpbuje 3a u3naBame KBAIM(PUKOBAHUX €IIEKTPOHCKUX cepTUdukaTa
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12. Komnanmuje u opranusaunmje

[1] Bojcka Cpbuje, http://www.vs.rs

[2] HerCeT pm.0.0, http://www.netset.rs

[3] IANA (Internet Assigned Numbers Authority), http://www.iana.org
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